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A Message Passing Example:
No Data Race

Initially: D=F=0

D =42 while (1) {
LOCK(L)
LOCK(L) f=F
F=1 UNLOCK(L)
UNLOCK(L)
If (f) break
}
d=D

Finally: d =42
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Seqguentially Consistent Concurrency

Initially: D=F=0

D =42 while (1) {
f=F
F=1
if (f) break
}
d=D

Finally: d =42
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Relaxed-Memory Concurrency

Initially: D=F=0

F=1 D = 42 while (1) {
- HW out of order exec foE
D =42 F=1
if (f) break
}
d=D

Finally: d=42o0r0
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Release & Acquire

Initially: D=F=0

D =42 while (1) {
f=F | acq]
F=1 [rel ]
If (f) break
}
d=D

Finally: d =42
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Release & Acquire

Initially: D=F=0

while (1) {
f=F [acq]
if (f) break
Run as if ) }
In a single thread
d=D

Finally: d =42
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Release & Acquire with Tweak

Initially: D=F=0

F | acq ]

D =42 f

-

1 [rel ] It (f) {
d=D [/ d =427
}

D =10
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Concurrency Models

ASemantics of multi -threaded programs?

= Sequential consistency (SC): simple but

AReIaxed memory model (C/C++, Java)
= Many consistency modes (cost vs. consistency tradeoff)

9 vg's rMuhidsgdl Smshb
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r Rl ght R Concurre

Conflicting goals of compllers, hardware &
programmers

ACompiIer/hardware . validating optimizations
(e.q. reordering, merging)

AProgrammer . supporting reasoning principles
(e.g. DRF theorem, program logic)
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r Ri ght R Concurre

Conflicting goals of compllers, hardware &

programmers .
€9 Java memory model

ACompiIer/hardware . validating optimizations
(e.q. reordering, merging)

AProgrammer . supporting reasoning principles
(e.g. DRF theorem, program logic)

€9 C/C++ memory model

Key problem:“out-of-thin-air”
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r Ouof-thin-ai r R probl er
Load-Buffering (LB)

Thread 1 Thread 2
a=X b=Y
Y =—a X =42

(allowed: a=b=42)
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r Ouof-thin-ai r R probl er
L oad-Buffering (LB)

Thread 1 Thread 2
a=X b=Y
Y = a X =42

(allowed: a=b=42)
Allowed by reordering

(Power/ARM)

X =42
b=Y
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r Ouof-thin-ai r R probl er
L oad-Buffering (LB)

Thread 1 Thread 2 (X=Y=0) ecvencect
a=X b=Y — ~before)
Y = a X =42 Read\ X142r§ad-2Read\ Y,42

(allowed: a=b=42)

Write Y ,42 Write X,42

Allowed by justification
(C/C++)

Allowed by reordering
(Power/ARM)

X =42 Justification is
b=Y too loose!
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4) is out-of-thin-air!
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Reasoning principles
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(X:Y:O) (sequenced-
/ prore)

Read X,42.....nRead Y,42

| == |

Write Y ,42 Write X,42

Allowed by justification
(C/C++)
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r Ouof-thin-ai r R probl er
Classical Out-of-thin-air (OOTA)

Thread 1 Thread 2 (X=Y=0) ecvencect
a=X b=Y / prore)
Y =a X = b Reacr X,42§1¢%Reao\| Y,42

(forbidden :a=b=42) |write Y42~ Write X,42

Allowed by justification

. N g - - ~ '
42 is out-of-thin-air! (C/C++)

F_ﬁ

Reasoning principles What does
(e.g. Invariant a=b=X=Y=0) eralE
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r Ouof-thin-ai r R probl er
Tracking Syntactic Dependency?

Thread 1 Thread 2 Thread 1 Thread 2
a=X b=Y a=X b=Y
Y =a X =42 Y =-a X=D

(a=b=427) (a=b=427)
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Thread 1

(a=b=42?)

Thread 2

forbidden
in hardware
P—_ﬁ
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r Ouof-thin-ai r R bprobl er

(Batty et al. ESOP 2015)

Thread 1  Thread 2
Y =a ' 2.0y Y=a
(a=b=427?) | | ielpsiialal=y (a=b=427)
in hardware

could be optimized to “42", SyntaCtiC

should be allowed in PL} jpesn't worlk
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“A major open problem for PL semantics”

approaCh

forbidden

in hardware

or PL!



Promising Semantics

ASoIving the out-of-thin -air problem
ASupporting optimizations & reasoning principles
ACovering most C/C++ concurrency features

Aoperational semantics w/o undefined behavior

A!\/Iost results are verified in CoqQ

http .//sf.snu.ac.kr/promise -concurrency
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http://sf.snu.ac.kr/promise-concurrency

Key ldea 1: Messages & Views

AI\/Iemory: pool of messages (loc, val, timestamp)
APer—thread view on the memory

LocC.

< D
Y

Timestamp
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Key ldea 1: Messages & Views

AI\/Iemory: pool of messages (loc, val, timestamp)
APer—thread view on the memory

Thread 1 Thread 2
| A | readable/writable

LoC

Timestamp
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Example
Store Buffering

fhead 1~ Thiead 2 (jiowed: a=b=0)

X =42
b=Y

Timestamp
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Example
Store Buffering

Thread 1 Thread 2

—

— (allowed: a=b=0)
X =42 - b=Y
b=Y reorderable X =472
(x86/Power/ARM)

Timestamp
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Example
Store Buffering

Thread 1 Thread 2

- — (allowed: a:b:O)_
— Y =42 X =42 b=Y
a=X b=Y reorderable X =42
(x86/Power/ARM)

Timestamp
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Example
Store Buffering

Thread 1 Thread 2 (allowed: a=b=0)

Y =42 X =42 b=Y
S e —p
a=X b=Y reorderable X =42
(x86/Power/ARM)
LOcC.
X
Y

Timestamp
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Example
Store Buffering

Thread 1 Thread 2 (allowed: a=b=0)

Y =42 — X =42 b=Y
—p &= X b=Y reorderable X =47
(x86/Power/ARM)
Loc.
X
Y

Timestamp
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Example
Store Buffering

Thread 1 Thread 2 (allowed: a=b=0)

Y =42 X =42 b=Y
—p &= X —p b=Y reorderable X =472
(x86/Power/ARM)
Loc.
X
Y

Timestamp
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Example
Load Buffering (LB)

Thread 1 Thread 2 (allowed: a=b=42)

— X Wb:Y
a

X = 42

Timestamp
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Key Idea 2: Promises

AA thread can promise to write X=V In the future,
after which other threads can read X=V.

ATO avoid OOTA, the promising thread must
certify that it can write X=V In isolation .

AUntiI all its promises are fulfilled, the thread can
take certifiable steps only.

17128



Example
Load Buffering (LB)

Thread 1 Thread 2 (allowed: a=b=42)

— X Wb:Y
a

X = 42

Timestamp

18/28



Example
Load Buffering (LB)

]:D_Leabd_ZY (allowed: a=b=42)

X =42

Sggd ¢ 1S
42 promise
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Example
Load Buffering (LB)

T.D{Pad ! 'I;r_lLeabd_ZY (allowed: a=b=42)

X =42

Sgagd
" promise

42

/—__‘

Timestamp
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Example

Certification
'I;rlgead 2
b=Y
X =42
d 2 should be
LocC. Sgqd’ Th;?e tb write it
X 42 ", promise in isolation
/_‘
Y

Timestamp
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Example
Certification

Thread 2
b=Y
X =42

S

Thread 2 should be

S g(d d ‘Elb‘e tO write it
promise in isolation

-//

Timestamp
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Example
Certification

Thread 2
b=Y

_,+XZ42

Sggd"

promise certiﬁed!

|

|
|
‘

Timestamp
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Example
Load Buffering (LB)

Ul;ead 2 (allowed: a=b=42)

b=Y
X =42
Sggd" Promise 1S
e - | rtified!
45y Promise ce
® o 0 o -----___________--llllll'

Timestamp
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Example
Load Buffering (LB)

Thread 1 Thread 2 (allowed: a=b=42)

’F-"*" Ei — )x( 'F"“d" t) — \r’
Y=a X = 42
-0¢ is gqd Promise is
X "0y Promise certified!
W—— m_f 4
Y

Timestamp
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Example
Load Buffering (LB)

Thread 1 Thread 2 (allowed: a=b=42)

a=X - b=Y
— Y = a X =42
LocC. Sgqgd" Promise 1S
.22 promise certified:
X ¢ 42 ; /____’
Y

Timestamp
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