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Finding a Good Memory Model

• A memory model specifies the behavior of memory operations

• As a result, it determines

1. Which low-level programs are valid

2. Which high-level assumptions are valid

• A good memory model should make valid both

1. Common low-level programs

2. Common high-level assumptions
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char p[1],q[1] = {0};
int ip = (int)(p+1);
int iq = (int)q;
if (iq == ip) {

*(p+1) = 10;
print(q[0]);

}

Memory ≠ Byte Array
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Finding a good memory model for

pointer ↔ integer casting

We found this miscompilation bug 

in both LLVM & GCC
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Movement of casts, or functions including them, is restricted
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N.B.

This argument works only for unobserved addresses
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The paper includes more details

& a formal specification



Implementation & Evaluation

• We fixed LLVM 6.0 to be sound in our memory model

• We had to change only 1.7K LOC in total

• Benchmark Results

- SPEC CPU2017 : <0.1% avg, <0.5% max slowdown

- LLVM Nightly Tests : <0.1% avg , <3% max slowdown

• We verified key properties of our memory model in Coq
27



Conclusion

• We develop a memory model for IR which supports

both low-level code & high-level optimizations

• We use full provenance & twin allocation to reconcile them

• Applying our model to LLVM has little impact on performance

28


