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=>» Goal: Improving reliability in corner cases
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Our Work: Crellvm

> Crellvm

 Developed a verified credible compilation framework for LLVM
 Designed a logic specialized for translation validation
* Verified its proof checker in Cog

» Case studies
« 3 major optimizations: mem2reg, gvn, licm
« >100 peephole optimizations: instcombine

» Result
* Found 4 long-standing miscompilation bugs (all confirmed, 3 fixed)
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Example: AE

» Credible
> Simplif

1
oo |
» foo(undet)
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{ Xsre = add agre 1

20 :

‘= add x 2
Xfo =add ag.. 1

By re = add Xgpc 2
proof
generation |\ @ —=[o[6 I PNy
code e = add 2
YXc =add ag. 3

Ysrc add Xsrc 2

X,-A=add ag.. 1
{ add a.,.. 3

{

MD =0
~~ y:=adda3

ytt — add degt 3

ytgt — add atgt 3

| | reduce_maydiff(y)

Yege =add a;; 3 MD =0 }

MD =90

assoc_add(Xg,c, Ysres Agres 1, 2)

MD = {y}

}

MD = {y}}

}
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proof

I Y - — add a1
code o = add xg,.. 2 Yege =add a;g: 3 MD = {y}

y\. = add a3 . By
| | reduce_maydiff(y) custom

automation

b aSSOC_add(xsrw Ysrc: Asres 11 2)

Xsr&d = add ag.¢ 1
{ Ysrc add Xsrc 2 ytgt = add atgt 3 MD = 1)
add a.,.. 3
{ MD=0 }
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MD=0¢ }
MD = {y}}
proof ® assoC_add(Xgre, YVre, @sre, 1, 2)

generation ~ Agre 1
code ‘ Xgre 2 Yegr = add ag4; 3

MD = {y}

aST‘C 3 . By
|| reduce_maydiff(y) custom
agre 1 automation
Xgre 2 Yege = add azg; 3
add a3
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I Y - — add a1
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\ . =add ag, .3 _ By
g | reduce_maydiff(y)
X

\/

custom
automation
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Proof Generation

Algorithm 1 AssocAdd(F: Function)

Al

A2:
A3:
A4:

Ab:
Ab:

AT:

A8

. for l,: y := add (reg x) (const C,) in F do
iIf FindDef(F, x) is l;: x ;= add (reg a) (const C,) then
C = Simplify(add C; C,)
ReplaceAt(F, L,, y := add (reg a) (const C))
end if
. end for

A9:

10 :

20 :

21 :

Xx:=addal
y :=add x 2
foo(y)

Xx:=addal
y:=adda 3
foo(y)
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Proof Generation

Algorithm 1 AssocAdd(F: Function)

Al:

A2:
A3:
Ad4:
Ab:
AG:
AT:
A8:
A9:

fo kly )= add (reg x) (const(C,) in F do

If FindDef(F, x) | @@ add (reg‘(const@) then

C = Simplify(add C; C,)

ReplaceAt(F, L,, y

end if

end for

:=add (reg a) (const C))

20

21 :

yi=addx2 ~~ y:=adda3

foo(y)

@: @::add(%) ~ X:=addal

foo(y)
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Proof Generation

m 1 AssocAdd(F: Function) @; @;: add% — x:'=add a1l

Al: :@: add (re@ (const@ in F do
A2: \f FindDef(F, x) i@@: add (reg@(const@) then

A3: C :=Simplify(add ¢, C,)

A4d: ReplaceAt(F, l,, y := add (reg a) (const C)) ; @;: add% ~ y:=adda3
AS:

AG:

A7. endif

A8: end for

AQ: 21 . foo(y) ~ foo(y)

10/ 22



Proof Generation

m 1 AssocAdd(F: Function) @; @;: add% — x:'=add a1l

Al: :@: add (re@ (const@ in F do
A2: \f FindDef(F, x) |@@: add (reg@(const@) then

A3: C :=Simplify(add ¢, C,)

Ad:  ReplaceAt(F, I, |y := add (reg a) (const C)) ; ®):= add% ~[ y:=adda3 |
AS:

AG:

A7. endif

A8: end for

AQ: 21 . foo(y) ~ foo(y)
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Proof Generation

{ MD = ¢}
Algorithm 1 AssocAdd(F: Function) @; ®:-= add% ~ x:=addal

Al: fo@:@z add (re@ (const@ in F do { MD =20}
A2: if FindDef(F, x) i@@: add (reg@(const@) then : ;

A3: C :=Simplify(add C; C,) { MD = ¢ )
A4d. ReplaceAt(F, l,, y := add (reg a) (const C)) : @:: add% ~ y:=adda3
Ab:
AG:
A7. endif
A8: end for { MD =0}
AQ: 21 . foo(y) ~ foo(y)
{ MD = ¢ }

10/ 22



Proof Generation

Algorithm 1 AssocAdd(F: Function)

Al

A2:
A3:
Ad4:
Ab:

; fo@:@: add (re@ (const@ in F do
if FindDef(F, x) i@@z add (reg@(const@) then

C := Simplify(add C; C,)
ReplaceAt(F, L,, y := add (reg a) (const C))

Assn(xg. =add ag,-- Cq, 11, 15)

Ab:

AT:

A8

end if

: end for

A9:

{
@: @::add% ~ X:=addal

~ Xsre = add ag.. 1

21 :

- { Xy =add ag.1

: @:: add@ ~ y:=addas3

foo(y)

foo(y)

MD = ¢ }

MD = ¢ }

MD =¢}

MD=20}

MD = ¢ }
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Proof Generation

Algorithm 1 AssocAdd(F: Function)

AT:
AS8:
A9:

: fo :@: add (reg|x! (const@ in F do

{
@: @::add% ~ X:=addal

~ Xsre = add ag.. 1

21 :

- { Xy =add ag.1

: @:: add% ~ y:=addas3

foo(y)

foo(y)

MD = ¢ }

MD = ¢ }

MD =¢}

MD=20}
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Proof Generation

{ MD = ¢}
Algorithm 1 AssocAdd(F: Function) @; ®:-= add% ~ x:=addal

Al. fo@:@z add (re@ (const@ in F do { X5 = add a1 MD =¢ }

A2: if FindDef(F, x) i@@z add (reg@(const@) then

A3: C :=Simplify(add C; C,) { Xgc = add a1 MD =09 }
A4d: ReplaceAt(F, l,, y := add (reg a) (const C)) : ®:: add@ ~ y:=adda3
AS: | Assn(xg.. =add ag.. Cq, 13, 15) —» ass50C_add (X, Veres agres 1, 2)
A6: | Inf(assoc_add(xg ¢, Ysrer Asres C1, Cr), 1)
A7. endif
A8: end for { MD = ¢ }
AQ: 21 . foo(y) ~ foo(y)

{ MD = ¢ }
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Proof Generation

MD = ¢ }

Algorithm 1 AssocAdd(F: Function) @; @;: add% ~ x-=addal
Al: fo : add (re@ (const in F do { X5 = add a1 MD =0}
A2: it KindDef(F, x) i{ ) )= add (reg(a) (const(C)) then ;
A3: C :3 Sirplify(add ¢{ C,) { X, =add a1 MD = ¢ }
A4d: RepiaceAt(F, l,, y/:= add (reg/a)-(conpst C)) ; @;: add@ ~ y:=adda3
AS: | Assn(xX = add iy, C1, 11 /4>) —> ass0C_add(Xgre, Yeres Agres 1, 2)
A6: | Inf(assoc add(x),. @ (a).. @I@I@
A7: endif
A8: end for { MD =9}
AQ- 21 : foo(y) ~» foo(y)

{ MD =0 }
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Proof Generation

MD = ¢ }

{
Algorithm 1 AssocAdd(F: Function) @; @;: add% ~ x-=addal
Al. fo@:@z add (re@ (const@ in F do { X5 = add a1 MD =¢ }

A2: if FindDef(F, x) i@@z add (reg@(const@) then

A3: C :=Simplify(add C; C,) { Xpc =add a1 MD=2¢}
A4d: ReplaceAt(F, l,, y := add (reg a) (const C)) ; ®:: add@ ~ y:=adda3

A5: | Assn(xg,.. =add ag,. Cq, 11, 15)
A6: | Inf(assoc_add(xg ¢, Ysrer Asres C1, Cr), 1)

assoc_add(Xsyc, Ysrer Agrer 1, 2)

reduce_maydiff(y)

AT7: endif
A8: end for { MD =0}
A9 EnableAuto(reduce_maydiff) 211 foo(y) ~ foo(y)

{ MD = ¢ }
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Proof Generation

{ MD =0 }
Algorithm 1 AssocAdd(F: Function) 10: x:=addal ~ x:=addal
Al: for [,: y :=add (reg x) (const C,) in F do { Xgpe = add ag, 1 MD =20}
A2: if FindDef(F, x) is [;: x ;= add (reg a) (const C,) then :
A3:. C :=Simplify(add C; C,) { X5pc =add a1 MD =0}

A4d: ReplaceAt(F, l,, y := add (reg a) (const C))
A5: | Assn(xg,.. =add ag,. Cq, 11, 15)
A6: | Inf(assoc_add(xsyc, Vsrer Asrer C1y C2), 13)
A7. endif
A8: end for
A9 EnableAuto(reduce_maydiff)

addx2 ~ y:=adda3

assoc_add(Xsrc, Ysrc, Asrer 1, 2)

reduce_maydiff(y)

MD =0}

foo(y) ~ foo(y)
{ MD = ¢ }
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General Relational Properties in ERHL

» From the register promotion optimization

{ *Psrc = l'igt MD = {p, r} }
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General Relational Properties in ERHL

» From the register promotion optimization

{ MD = (p,1} }

*Psrec = Psrc = Ptgt = Tigt
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Implementation & Results



Implementation: Proof Checker

» Implemented & Verified soundness in Coq
 Used formal LLVVM semantics from Vellvm
 Proved semantics preservation using CompCert’s memory injection

» Installed 221 inference rules
* 9 main rules (verified)
212 arithmetic & special rules for instcombine (unverifed)

Implementation Verification Total
Proof Checker (SLOC) 2,987 18,934 21,921
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Implementation: Proof Generation

»Covered 4 passes in LLVM 3.7.1

* mem2reg: register promotion algorithm

* gvn: GVN-PRE algorithm

« 1icm: loop-invariant code motion algorithm (partially covered)
* instcombine: 158 peephole optimizations among >1000 ones

mem2reg gvn licm instcombine
Compiler (Covered SLOC) 568 1,092 706 702
Proof Generation (SLOC) 213 440 286 1,357
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Experiment Results

LOC Validations Fail Not Supported Success
SPEC CINT 2006 1.0M 390K 69 31K (8%) 359K (92%)
LLVM Nightly 1.4M 907K 69 361K (40%) 546K (60%)
Open-Source 2.9M 908K 325 180K (20%) 728K (80%)
Random (Csmith) 1.6M 98K 1 12K (12%) 86K (88%)
Total 6.9M 2303K 464 584K (25%) 1719K (75%)

* Open-Source: Sendmail, Emacs, Python, Gimp, Ghostscript
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Execution Times

Compilation Validation

Phase Phase
SPEC CINT2006 51 141K
LLVM Nightly 82 126K
Open-Source 125 175K

Total (sec.) 258 442K
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Summary

» Developed a verified credible compilation framework for LLVM
» Covered 3 major and >100 peephole optimizations of LLVM

» Discovered 4 long-standing bugs in LLVM
* 2 In mem2reg

*21ngvn



What else Is In the paper?

» Reasoning about cyclic control flows
» Reasoning about Memory properties
» Detalls of mem2reg and gvn validation

» Porting to LLVM 5.0.1
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Future Work

» Formalizing LLVM IR features in Vellvm
* Vectors, Readonly, etc
* Integer-pointer casts
» Undef & poison values

» Supporting complex analyses
 General alias analysis, division-by-zero, etc
» Supporting CFG-changing optimizations
* Loop unrolling, etc



