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Consensus-backed distributed services call for hybrid verification: formally verifying the safety-critical

service while preserving the surrounding application code as executable code for testing, model checking, or

further verification. Existing verification efforts for protocols such as Paxos typically bring the protocol, the

surrounding service, and application-facing code into the same formal verification framework. Traditional

contextual refinement captures a basic form of hybrid verification, but it cannot express the cross-boundary

obligations needed when verified and unverified components share resources and rely on assumptions about

each other. This is too rigid for realistic distributed systems.

This paper presents the first hybrid verification of a distributed write-once key-value store built on Multi-

Paxos over an unreliable network, using CRIS’s conditional contextual refinement and imaginary specifications.

The implementation combines Paxos, the Write Once Register (WOR) storage layer, shared memory and

network infrastructure, application-provided Paxos callbacks, and arbitrary application code. We verify the

Paxos/WOR stack, the callbacks, and callback registration discipline while leaving the remaining applications

concrete. The resulting refinement replaces Paxos-owned resources, callbacks, and distributed WOR imple-

mentations by a centralized atomic WOR model with nondeterministic failure, while preserving ordinary

application memory and network behavior in an executable top-level model. In this hybrid verification setting,

prophecy reasoning connects the atomic outcomes of the abstract WOR model to future consensus decisions,

and helping reasoning accounts for acceptor-side work performed for proposer operations. The resulting

executable abstract model gives a compact testing target for unverified applications; in our bank application

experiments, it exposes injected bugs within 0.2 seconds, while the full implementation times out in the tested

configurations.

1 Introduction
Distributed systems are critical yet challenging to build correctly, as their reliability directly impacts

the services built on top of them. These systems are the backbone of modern databases and cloud

infrastructure by enablingmultiple nodes to coordinate and cooperate despite node failures, unstable

network connections, or message reordering. At the core of many such services is a consensus

protocol: a protocol that prevents distributed nodes from deciding conflicting values while they

try to agree on a collection of operations despite failures and network nondeterminism. Therefore,

bugs or safety violations in distributed system implementations can trigger cascading failures—

conflicting data across servers, data loss, or complete system unavailability—compromising not

just individual components but the integrity of entire systems that depend on them.

Despite their critical role, traditional testing cannot adequately ensure correctness of distributed

systems, motivating the need for formal verification. The vast state space created by concurrent

node interactions and nondeterministic message delivery makes exhaustive testing infeasible, and

formal verification has emerged as a principled response. A substantial body of work now exists
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in this area. Iris-based efforts such as Grove [22] have verified Paxos-based replicated storage

systems; CCAL-based efforts such as ADO [8] give a unified abstraction model for various strongly

consistent consensus algorithms; and earlier systems like IronFleet [7] and Verdi [27] produced

end-to-end verified implementations of consensus protocols and replicated state machines.

Despite their diversity, these efforts share a methodological limitation: the components inside

the verified system are all brought into the same formal verification framework, whether Iris-based

separation logic [11], CCAL-style certified abstraction layers [6], or another proof infrastructure.

This is often stronger than necessary. Even when reusable consensus abstractions are available, they

are typically reusable only as proof components for applications verified in the same framework,

rather than as executable abstractions for arbitrary concrete application code that can be validated

separately by different methods. In practice, the components of a distributed system differ widely

in which verification method serves them best. A consensus protocol at the core may warrant the

full cost of formal proof, while the surrounding application code, often far larger in volume, is

better served by lighter techniques such as testing or static analysis.

We therefore seek hybrid verification: formally verify the safety-critical distributed service, but

leave the surrounding application code available for lighter-weight validation such as testing. The

desired theorem is not merely that the verified component satisfies an internal invariant. Rather, it

should justify replacing the concrete distributed stack by an executable top-level abstraction, so

that tests run against the abstraction are faithful to the original implementation.

The basic idea of hybrid verification already appears in contextual refinement, where a verified

component can be linked with an unverified context and then replaced by the abstract model

that serves as its specification. Traditional contextual refinement, however, is unconditional: the

component must refine its specification for any surrounding context. This is too rigid for realistic

distributed systems, where the verified subsystem and the surrounding application often share

resources and impose assumptions on each other across boundaries that are not clean library-call

interfaces.

CCR [24] and its successor CRIS [13] overcome this limitation through conditional contextual

refinement, which allows the unverified context and verified component to be mutually dependent

through separation-logic-style assumptions. CRIS provides the state-of-the-art framework for

hybrid verification. Its imaginary specifications can mix executable code with ownership assertions,

allowing a specification to serve two roles at once: it can provide separation-logic-style reasoning

principles for verified components, while also remaining executable for testing, model checking, or

further verification.

Using ConCRIS [29], an extension of CRIS supporting interleaving execution, this paper realizes

this vision for realistic consensus-backed distributed services. Realistic implementations introduce

complex interactions among the consensus protocol, the storage layer built on top of it, shared

memory and network infrastructure, application-provided callbacks, and ordinary application code

that should remain executable. Handling these interactions in a hybrid verification setting is the

central technical challenge. We first describe the concrete system and its top-level abstract model,

and then present the key innovations needed to address this challenge.

To make these interactions concrete, we verify a realistic Multi-Paxos-based WOR (Write Once

Register) key-value service and prove an executable top-level abstraction suitable for application

testing. The implementation architecture is shown in Fig. 1. It consists of 𝑛 proposer nodes,𝑚 accep-

tor nodes, and 𝑟 client nodes connected by an unreliable network model that may drop, duplicate,

and reorder messages. Each proposer node contains arbitrary application code, application-provided

Paxos callbacks, a WOR library, a Paxos proposer library, and local memory. Each acceptor node

contains arbitrary application code, application-provided callbacks, a Paxos acceptor library, and lo-

cal memory. Within each proposer or acceptor node, the application may itself run multiple threads
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Fig. 1. Architecture of the whole-system implementation. Gray boxes are Paxos-facing implementation
components, and dotted boxes are WOR libraries. Solid links indicate call directions, including network calls;
memory calls are omitted. Dotted links are network calls used by the Paxos protocol.

Fig. 2. Architecture of the whole-system abstract model. The dottedWOR
abs cloud is a single global atomic

WOR module that replaces the dotted and gray components and dotted network communication from Fig. 1.

that share the node-local memory; in this work we model that shared memory as sequentially

consistent.
1
The client nodes do not participate in Paxos communication; they interact with the

applications running on proposer and acceptor nodes through ordinary non-Paxos communication.

WOR is the storage layer exposed to applications: it provides a key-value interface in which each

slot may be written at most once, using Multi-Paxos internally to replicate the chosen values. Only

applications on proposer nodes use the WOR library directly, but applications may run on both

proposer and acceptor nodes and may communicate with each other and with client nodes over

sockets unrelated to Paxos.

The verification result is an end-to-end refinement from this distributed implementation to amuch

simpler executable abstraction. The top-level abstract model is shown in Fig. 2. In this model, the

ordinary application code remains on each proposer and acceptor node, and the client nodes remain

unchanged, so both applications and clients can still be tested. In particular, the abstract model

preserves the sequentially consistent shared-memory behavior used by multithreaded applications

inside each node. The Paxos callbacks, Paxos proposer and acceptor libraries, and node-local

WOR implementations are abstracted away into the single global module WOR
abs

. This atomic

module manipulates a mathematical key-value map in a few lines of code, while still allowing

nondeterministic operation failure to model message loss and failure to reach consensus. The

abstract model also preserves the parts of memory and network behavior used by applications

and clients outside Paxos: allocation becomes nondeterministic to account for memory blocks

removed with the Paxos implementation, and the network continues to model non-Paxos sockets

operationally. In contrast, use of Paxos-owned sockets by the remaining application code triggers

undefined behavior, expressing the required noninterference condition that applications must

not interfere with Paxos traffic except through their verified callbacks. Because the client nodes

never participate in Paxos communication, they remain completely unconditional context in the

verification of Paxos and WOR.

The first innovation is a callback-aware hybrid verification architecture. Industrial consensus

libraries often do not own all of their networking code. Instead, they delegate packet encoding,

packet transmission, packet reception, and packet decoding to callbacks supplied by the surround-

ing application. This architecture is practical because application developers know the concrete

networking environment, but it creates a verification problem: the correctness of Paxos depends on

1
ConCRIS [29] also supports weakly consistent memory models; we use sequential consistency here to focus on Paxos/WOR.
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code that is not part of the Paxos library, while verifying the whole application would defeat the

purpose of hybrid verification. We address this by giving application developers only small proof

obligations for the Paxos-facing callbacks and registration discipline. The rest of the application

remains arbitrary code. ConCRIS then lets us compose these callback proofs with the Paxos proof,

so that the callbacks and the Paxos library are abstracted together into a Paxos specification.

The second innovation is selective abstraction of shared infrastructure. The memory and network

modules are used both by the verified Paxos/WOR stack and by arbitrary application code. A purely

ownership-based specification would be useful for verifying Paxos, but would impose unnecessary

proof obligations on application networking and application memory accesses. A purely operational

specification would remain executable, but would not provide the ownership reasoning needed for

Paxos and WOR. Building on CRIS’s hybrid memory specification [13], we use hybrid imaginary

specifications for memory and network to support this selective abstraction. For Paxos-owned

resources, these specifications expose pre- and postcondition-style ownership assertions. For

application-owned resources, they preserve the operational model. This lets the proof abstract

away Paxos packets, Paxos sockets, and Paxos memory blocks while keeping unrelated application

packets and memory blocks in the final testing model.

The third innovation is the refinement of the distributed WOR library to a centralized atomic

store. The implementation reaches agreement through future Paxos executions over an unreliable

network; the abstract WOR module, however, must decide atomically at the moment an operation

is invoked whether the operation succeeds, fails, or observes an already-written value. We bridge

this temporal mismatch using prophecy reasoning. A prophecy variable is a logical device that

records, at an early point in the proof, a value that will be justified later by the actual execution. In

our setting, it lets the abstract WOR operation choose its atomic outcome immediately, while the

proof later validates that choice when the corresponding Paxos consensus outcome is eventually

observed.

We also use helping reasoning to bridge a spatial mismatch between logical operations and

physical execution. The logicalWOR operation belongs to the proposer-side application that invoked

read or write, but part of the physical work that makes the operation succeed is performed by

acceptor nodes. Helping lets those acceptor-side steps be accounted for as progress toward the

proposer-side logical operation. Together, these established reasoning principles let us prove, in a

hybrid verification setting, that the Multi-Paxos-based WOR implementation refines the centralized

atomic WOR abstraction.

The resulting abstract model is not merely a logical specification; it is a better target for testing

the unverified application code and its clients. Testing the full implementation must explore message

drops, duplications, reorderings, repeated receipt of old Paxos packets, and races between nodes

attempting to reach consensus. Testing the abstraction removes this internal Paxos nondeterminism

and exposes a compact sequential interface for instantiated applications and their clients. In our

experiments on a replicated bank application, the abstract model found injected application bugs

within 0.2 seconds, while the full implementation timed out in 10 minutes without finding the same

bugs in the tested configurations.

In summary, this paper makes the following contributions.

• We present the first hybrid verification of a distributed write-once key-value store built on

Multi-Paxos over an unreliable network, with an end-to-end theorem parameterized by arbitrary

multithreaded applications that share node-local sequentially consistent memory.

• We support a callback-based Paxos architecture in which only the application-supplied callbacks

and registration discipline are verified, while the rest of the application remains concrete code.
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Module Proposer.
fn init(cb_send: ptr, cb_recv: ptr)
fn prepare(k: key): quorum_state
fn commit(k: key, v: value)

Module Acceptor.
fn init(cb_send: ptr, cb_recv: ptr)
fn run_once()

Fig. 3. Interfaces for Paxos

Module WOR.
fn init(cb_send: ptr, cb_recv: ptr)
fn read(k: key): result
fn write(k: key, v: value)

Fig. 4. Interfaces for WOR

• We introduce hybrid imaginary specifications for memory and network that provide ownership

reasoning for Paxos resources while preserving operational behavior for application resources.

• We verify that the Paxos-based WOR implementation refines a centralized atomic WOR model

with nondeterministic failure, adapting prophecy and helping reasoning to relate distributed

executions to atomic operations in the hybrid verification setting.

• We show that the resulting abstraction substantially improves application testing by preserv-

ing application behavior while removing the Paxos-specific nondeterminism that dominates

randomized testing of the full implementation.

2 Background

2.1 Multi-Paxos
Multi-Paxos [15, 26] is a consensus protocol that lets distributed nodes agree on values despite

unreliable communication. In this paper, the protocol is used as a collection of independent per-key

consensus instances: for each string key, Paxos may decide at most one string value. Different keys

do not have a Paxos-level ordering constraint. Higher layers may encode version numbers or log

positions as keys, but the Paxos library itself only provides consensus separately for each key.

The protocol has two roles. Proposers try to establish a value for a key, and acceptors maintain

the persistent protocol state that makes agreement possible. A proposer interacts with acceptors

through two phases. In the prepare phase, it asks enough acceptors for the current state of the

key. If it cannot obtain responses from a quorum, the operation may fail. If it obtains a quorum,

the replies summarize what the proposer is allowed to do next: it may be free to propose any

value, it may be required to preserve a value already observed by the protocol, or it may learn

that consensus has already been made on a value. In the commit phase, the proposer submits an

allowed value to the acceptors. If this commit is accepted by a quorum, that value is chosen as the

consensus value for the key.

The rest of the paper relies only on this abstract structure. The Paxos proof hides the internal

bookkeeping of Paxos, the acceptor-local state, and the protocol messages behind the proposer

interface described below. Its client-facing safety fact is agreement: even with message loss, dupli-

cation, reordering, and competing proposers, two successful consensus observations for the same

key cannot disagree. We verify safety, not liveness, so an operation may fail to obtain a quorum

and an execution may fail forever.

2.2 Paxos and WOR Libraries
Fig. 3 shows the Paxos library interface. The Proposer module is used on proposer nodes, as

shown in Fig. 1. Its init function installs two application-provided callbacks: one for sending

Paxos messages and one for receiving them. The library deliberately delegates packet formatting

and socket use to these callbacks, matching an implementation pattern in which the networking

environment is owned by the embedding application rather than by the consensus library itself.
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The two protocol operations are prepare and commit. The prepare(k) operation runs the

prepare phase for key k and returns a quorum state. The result is Fail if no quorum was reached;

AnyC if the caller may commit any value; OnlyC(v) if a following commit must preserve v; and
Cons(v) if consensus has already been made on v. The commit(k,v) operation then runs the

commit phase for an allowed value v; if enough acceptors accept the request, the value becomes

the consensus value for k.
The Acceptor module is used on acceptor nodes, as shown in Fig. 1. After initialization, each

call to run_once handles one incoming Paxos request if one is available. Acceptor-side effects are

observed by applications only through later proposer operations.

Fig. 4 shows the WOR library. WOR stands for Write Once Register. It provides a distributed

key-value storage interface in which keys and values are strings, and each key can be fixed at

most once. A later write to an already fixed key does not update the store; later reads continue

to observe the value that already occupies the key. The implementation of WOR uses the Paxos

proposer interface to make all proposer nodes agree on the value associated with each key.

The read(k) operation returns a result with three cases. Failed means the operation did not

obtain a conclusive Paxos result within its bounded attempts. NoValue means that no value is

currently fixed for the key. Value(v) means that v is the fixed value for k. The write(k,v)
operation similarly runs a bounded Paxos protocol internally, but it does not return a value to the

application. It may fail to make progress, it may leave an already fixed key unchanged, or it may

help fix a value for k. When Paxos requires preserving a value observed during prepare, WOR

commits that value rather than the caller’s requested value.

The correctness boundary is therefore not just the Paxos algorithm. The Paxos library must

implement prepare and commit correctly; the WOR library must use those operations in a Paxos-

respecting way while implementing the write-once storage protocol. For example, after prepare
returns OnlyC(v), WOR must commit v rather than an arbitrary new value; otherwise, it could

break Paxos safety even if the Paxos primitives themselves are implemented correctly. Finally, the

application-provided callbacks must send, receive, encode, and decode Paxos packets consistently.

Our verification reflects this boundary: callback implementations and callback registration discipline

are verified, while the rest of the application code remains ordinary executable code in the final

abstraction.

2.3 CRIS and Imaginary Specifications
CRIS [13] is a framework for proving contextual refinements between executable modules and

abstract specifications. In the direction used in this paper, a refinement proves that every behavior

of the concrete implementation is represented by the abstract model. Contextual refinement makes

this replacement compositional: the component can be linked with surrounding code, and the

refinement still relates the linked systems.

Ordinary contextual refinement is unconditional: the component must refine its specification

in every context. This is too strong for our Paxos/WOR stack. The Paxos library calls application-

provided callbacks, the callbacks and libraries share memory buffers, and the final abstraction

assumes that ordinary application code does not directly interfere with Paxos-owned sockets.

CRIS handles such dependencies through conditional contextual refinement. A component spec-

ification may state assumptions that the surrounding context must satisfy and guarantees that

the component provides back. Later, when separately verified components are composed, match-

ing assumption/guarantee pairs are removed by cancellation, leaving the executable abstraction

amenable to testing, model checking, or further analysis.

The key CRIS device is an imaginary specification: a program-like specification that interleaves

ordinary executable commands with proof-only logical commands. CRIS imaginary specifications
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tgt ≲ (𝑠𝑡, take(𝑋 ) >>= 𝐾)
∀𝑥 ∈ 𝑋 . tgt ≲ (𝑠𝑡, 𝐾 𝑥) take-src

tgt ≲ (𝑠𝑡, choose(𝑋 ) >>= 𝐾)
∃𝑥 ∈ 𝑋 . tgt ≲ (𝑠𝑡, 𝐾 𝑥)

choose-src

(𝑠𝑡, take(𝑋 ) >>= 𝐾) ≲ src

∃𝑥 ∈ 𝑋 . (𝑠𝑡, 𝐾 𝑥) ≲ src
take-tgt

(𝑠𝑡, choose(𝑋 ) >>= 𝐾) ≲ src

∀𝑥 ∈ 𝑋 . (𝑠𝑡, 𝐾 𝑥) ≲ src
choose-tgt

tgt ≲ (𝑠𝑡, Assume(P); 𝑠)
𝑃 —∗ tgt ≲ (𝑠𝑡, 𝑠) assume-src

tgt ≲ (𝑠𝑡, Guaran(P); 𝑠)
𝑃 ∗ tgt ≲ (𝑠𝑡, 𝑠) guarantee-src

(𝑠𝑡, Assume(P); 𝑡) ≲ src

𝑃 ∗ (𝑠𝑡, 𝑡) ≲ src
assume-tgt

(𝑠𝑡, Guaran(P); 𝑡) ≲ src

𝑃 —∗ (𝑠𝑡, 𝑡) ≲ src
guarantee-tgt

Fig. 5. Selected CRIS simulation rules for the imaginary commands. The target program is on the left of ≲,
and the source/specification program is on the right.

use four logical commands:

take(𝑋 ), choose(𝑋 ), Assume(P), Guaran(P).

The commands take and choose are forms of nondeterminism. The commands Assume(P) and

Guaran(P) transfer separation-logic resources at the exact program point where they appear.

Fig. 5 shows the simulation rules for these commands. The target program is on the left of ≲,
and the source program, usually the specification in this paper, is on the right. Thus, when proving

that concrete code refines an imaginary specification, the most common case is a concrete target

simulated by a source-side imaginary command.

On the source side, take(𝑋 ) is universal: the proof must continue for every 𝑥 ∈ 𝑋 . It is used to

receive an arbitrary logical value from the context or invariant. For example, the hybrid network

specification in §4 uses take to name the current logical packet set of a Paxos socket before

assuming ownership of it. Source-side choose(𝑋 ) is existential: the proof may pick some 𝑥 ∈ 𝑋 . It
is used when the abstract model may choose a witness or nondeterministic outcome, such as the

result of an abstract receive or the branch taken by the atomic WOR model.

The target-side rules are dual: target-side take(𝑋 ) is existential, so the proof may pick some

𝑥 ∈ 𝑋 , while target-side choose(𝑋 ) is universal, so the proof must handle every 𝑥 ∈ 𝑋 . These dual
rules are especially useful when a later proof uses an already verified library through its imaginary

specification: after inlining a call to that library, the imaginary commands appear on the target

side of the new simulation. For example, the WOR proof in §7 inlines the Proposer specification

from §6, so the target-side rules explain how the proof consumes the take, choose, Assume(), and
Guaran() commands inside prepare and commit. The same duality is also used when removing

proof-only structure later in the refinement chain.

The rules for Assume() and Guaran() explain how CRIS embeds separation-logic assertions

into code-shaped specifications. In a source specification, Assume(P) gives the proof access to

the resource 𝑃 : operationally, the context is responsible for providing 𝑃 at that point. Conversely,

Guaran(P) is an obligation for the proof to produce 𝑃 : operationally, the component guarantees 𝑃

back to the context. Target-side assumptions and guarantees are dual.

For example, the left-hand definition below calls foo and stores its return value in the module-

local variable X; the right-hand definition is one possible imaginary specification for it:

def f() ≡ i ← foo();
X := i;

def f() ≡ v ← take(Val);
Assume(X ↦→ v);
i ← foo();
Guaran(X ↦→ i);
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In the imaginary specification on the right, the first line captures a logical value v supplied by

the context. The second line assumes ownership of X initially containing this v; the surrounding
context must provide this ownership at that program point. The third line is ordinary executable

code, so the specification obtains the same return value i from foo as a concrete execution would.

The fourth line guarantees ownership of X containing i. This guarantee may mention i because
logical commands are interleaved with executable computation; they are not restricted to function

entry and exit.

This code-shaped view is the reason CRIS is useful for the hybrid verification in this paper.

Specifications can contain executable state updates, such as the final atomic WOR map in §7.1, and

also contain proof-only ownership transfers, such as the shaded initialization and call-discipline

assertions in Fig. 15. The ordinary commands form the executable skeleton of the abstraction.

The logical commands record the obligations needed for the proof and disappear from the final

executable model once their matching assumptions and guarantees have been cancelled.

The later sections use this pattern repeatedly. The hybrid memory and network specifications

in §4 preserve ordinary executable behavior for application-owned resources, but use Assume()
and Guaran() to expose ownership reasoning for Paxos-owned memory blocks and sockets. The

callback specifications in §5 use the same commands to express that callbacks read andwritemessage

buffers and update logical Paxos mailboxes. The Paxos proposer specification in §6 uses logical

resources such as PaxosState andQuorumMap to hide low-level Paxos bookkeeping, acceptor-local

state, and protocol messages fromWOR. Finally, the WOR abstraction in §7 combines an executable

key-value map with logical initialization tokens that enforce the application-side calling discipline.

ConCRIS [29] extends CRIS to concurrent and distributed systems by giving an interleaving

semantics for scheduled threads or nodes that execute code from modules. Some modules are local

to one node, while others, such as network modules, are shared across nodes. The command Y
explicitly yields control to the scheduler; commands between two yields execute atomically with

respect to other scheduled threads or nodes. Later figures use this convention directly. When a

specification accesses a logical mailbox, Paxos state, or the abstract WOR map with no intervening

Y, that access is the logical atomic point of the operation, even though the concrete implementation

may take many smaller steps.

ConCRIS also provides the prophecy and helping reasoning principles used later in the Paxos and

WOR verification. Prophecy reasoning lets the proof predict a future event and use that prediction

to decide where an abstract atomic action should occur. In §6, this is needed because the right

atomic point for prepare depends on the quorum result that will be observed only later. In §7,

prophecy chooses which retry iteration of a WOR read will become the single atomic read of the

abstract map. Helping reasoning handles the complementary spatial mismatch: a concrete step

performed by one node can complete part of the source-side specification for another node. Paxos

uses this when an Acceptor step helps linearize a Proposer operation.

3 Proof Outline and Paper Structure
Fig. 6 gives the proof composition for the full-system refinement. The figure shows one represen-

tative proposer node 𝑖 and one representative acceptor node 𝑗 ; the actual theorem composes the

same arguments over all 𝑛 proposers and all𝑚 acceptors. Client nodes are omitted from the figure

because they are not involved in the Paxos/WOR verification. They remain unchanged throughout

the proof and are handled only as unconditional context around the displayed system.

The bottom row is the concrete implementation, consisting of applications, application-supplied

callbacks, Paxos proposer and acceptor libraries, WOR libraries on proposer nodes, node-local

memory modules, and the unreliable network. The top row is the executable abstract model: the

ordinary applications remain, acceptor-side Paxoswork has becomeNop, memory and network have
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Fig. 6. Composition of the end-to-end Paxos/WOR refinement. The figure shows representative proposer and
acceptor nodes; client nodes are omitted because they remain unchanged unconditional context.

been reduced to their final executable abstractions, and all Paxos/WOR behavior is represented

by one global atomic WOR
abs

module. The red boxes mark the contextual refinements proved

separately and then composed; the dashed green box is the final cancellation step.

Hybrid Memory and Network (1)–(3). The first three refinements replace the concrete shared

infrastructure by hybrid imaginary specifications. Refinements (1) and (2) replace the memory

modules on proposer and acceptor nodes by Mem
hyb

. This hybrid memory specification supports

ownership-style reasoning for memory blocks used by the verified Paxos/WOR stack, while pre-

serving an operational memory model for ordinary application code. Refinement (3) similarly

replaces the unreliable network by Net
hyb

, which gives pre/postcondition-style reasoning principles

for Paxos sockets but keeps non-Paxos sockets executable. These infrastructure refinements are

explained in §4.

Application Callbacks (4)–(5). Refinements (4) and (5) are the proof obligations assigned to

application developers. On a proposer node, refinement (4) abstracts the application-supplied

callbacks CB𝑖 into their callback specification CB
spec

𝑖
, while leaving the rest of the application code

executable asW(Cond𝑖 ,App𝑖 ). The wrapperW does not replace the application by a mathematical

model; it only inserts ownership assertions at the points where the application registers callbacks

and invokes the WOR interface. Thus the ordinary application code remains concrete, while the

refinement proof requires the application to install suitable callbacks and use the proposer-side

library interfaces according to their required discipline.
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Refinement (5) performs the analogous abstraction on acceptor nodes. The acceptor-side applica-

tion remains asW(Cond𝑗 ,App𝑗 ), while its Paxos-facing callbacks are replaced by CB
spec

𝑗
. Since the

concrete applications and callbacks may allocate, read, and write node-local memory and send or

receive packets over the network, both refinements involve Mem
hyb

and Net
hyb

. These application

obligations are explained in §5.

Paxos Abstraction (6). Refinement (6) is the Paxos safety proof. On proposer nodes, the call-

back specification and the concrete proposer library are abstracted together into the proposer

specification Pro
spec

𝑖
. This specification exposes the Paxos reasoning principles needed by WOR,

such as the fact that once a value has been chosen for a key, later successful observations for

the same key must agree with it. On acceptor nodes, the callback specification and the concrete

acceptor library are abstracted intoW(CondAcc𝑗 ,Nop): after the Paxos proof, the acceptor code has
no direct application-visible behavior, but its wrapper records the invariant preservation needed by

the rest of the composition. This refinement still involves Mem
hyb

, because the concrete proposer

and acceptor libraries store Paxos state in node-local memory, and the proof uses the ownership

assertions provided by the hybrid memory specification for Paxos-owned blocks. In contrast, the

network module itself is not involved in this refinement proof: all Paxos network effects exposed

to the libraries are already captured by the callback specifications established by refinements (4)

and (5). §6 gives the Paxos proof.

WOR Abstraction (7). Refinement (7) abstracts the distributed WOR implementation into a

single global atomicWOR
abs

module, wrapped asW(CondWOR,WOR
abs) until the final cancellation

step. This proof uses only the proposer specifications Pro
spec

𝑖
as the interface to Paxos; the acceptor

implementations and Paxos network traffic have already been hidden by refinement (6). The

main proof obligation is to relate the distributed WOR behavior exposed through the proposer

specifications to the atomic read/write behavior of WOR
abs

. The WOR proof is detailed in §7.

Removing Proof-Only Infrastructure (8)–(10). After refinements (6) and (7), the Paxos-owned

memory blocks and Paxos-owned sockets have been abstracted away, so the final executable model

no longer needs the ownership-bearing hybrid specifications. Refinements (8) and (9) replace

Mem
hyb

by Mem
nd

on proposer and acceptor nodes. The latter preserves ordinary application

memory behavior but allocates addresses nondeterministically, accounting for the fact that memory

blocks internal to Paxos/WOR have disappeared from the abstraction. Refinement (10) replaces

Net
hyb

by Net
ub
: non-Paxos sockets still execute operationally, while attempts by any remaining

code (i.e., ordinary application code or client code omitted from Fig. 6) to use Paxos-owned sockets

trigger undefined behavior. Thus the final network model expresses the noninterference assumption

that applications communicate with Paxos only through their verified callbacks, and that clients do

not communicate with Paxos directly. These are explained in §4.

Cancellation (11). The final step, refinement (11), is the dashed green box in Fig. 6. Unlike

the preceding contextual refinements, this is a global refinement over the whole linked system;

hence the client nodes omitted from the figure are also included in this step, although they remain

unchanged. It removes the remaining wrappersW(Cond,−) around applications, acceptor-side

Nop, and WOR
abs

by CRIS’s cancellation theorem. Each condition contains both assumptions

and guarantees. For example, the WOR condition guarantees that WOR uses the Paxos interfaces

according to their required discipline, while assuming the Paxos facts exposed by the proposer

specifications. In the composed system, every assumption in one condition is discharged by the

corresponding guarantee in another condition. Once these assumption/guarantee pairs are matched,

CRIS can automatically cancel the proof-only conditions from the final executable model. The
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Module Net.
var net : socket → Set string := 𝜆 _, {}
def sendto (s: socket, pkt: string) ≡

net := net[s ↦→ net(s) ∪ {pkt}];

def recvfrom (s : socket) : option string ≡
pkts ← net(s);
opkt ← choose Opt(pkts); return opkt;

where Opt(𝑀) = { None } ∪ { Some(𝑚) | 𝑚 ∈ 𝑀 }
Fig. 7. Net: The underlying network module

Module Net.

var net : socket → Set string := 𝜆 _, {}

def sendto (s : socket, pkt : string) ≡
if (s ∈ paxos_sockets)

then pkts ← take(Set string);

Assume(s
net↦→ pkts);

Guaran(s
net↦→ pkts ∪ { pkt });

else net := net[s ↦→ net(s) ∪ { pkt }];

def recvfrom (s : socket) : option string ≡
if (s ∈ paxos_sockets)

then pkts ← take(Set string);

Assume(s
net↦→ pkts);

Guaran(s
net↦→ pkts);

else { pkts ← net(s); }

opkt ← choose Opt(pkts); return opkt;

Fig. 8. Nethyb: Hybrid specification of the network module.

Module Net.

var net : socket → Set string := 𝜆 _, {}

def sendto (s : socket, pkt : string) ≡
if (s ∈ paxos_sockets) then take(∅);
else net := net[s ↦→ net(s) ∪ {pkt}];

def recvfrom (s : socket) : option string ≡
if (s ∈ paxos_sockets) then take(∅);
else { pkts ← net(s); }

opkt ← choose Opt(pkts); return opkt;

Fig. 9. Netub: top-level specification of the network module.

resulting top-level abstraction contains the ordinary applications, Mem
nd
, Net

ub
, acceptor-side Nop,

and the centralized atomic WOR
abs

.

Testing over the Abstraction. Because all remaining modules in the final row are executable,

the top-level abstraction can be used as a testing target for applications and their clients. Compared

with testing the full implementation, this model removes the internal nondeterminism of Paxos

message loss, duplication, reordering, repeated receipt of old Paxos packets, and races for consensus,

while preserving the ordinary application memory and non-Paxos network behavior relevant to

clients. §8 reports our testing results.

4 Memory and Network Model
This section defines the shared infrastructure modules used in refinements (1)–(3) and (8)–(10)

of §3. The first group replaces the concrete modules by hybrid specifications: refinements (1) and

(2) replace each node’s Mem by Mem
hyb

, and refinement (3) replaces Net by Net
hyb

. The second

group removes the proof-only assertions from these hybrid specifications: refinements (8) and (9)

replace Mem
hyb

by Mem
nd
, and refinement (10) replaces Net

hyb
by Net

ub
. We describe the network

modules first, followed by the memory modules.

Network. Fig. 7 defines the concrete network module Net. The module state maps each socket

to a set of packets. Sending a packet inserts it into the destination socket’s set. Receiving from a

socket nondeterministically returns either None or any packet currently in that set. Since receiving

does not remove the selected packet, a packet may be observed more than once; since any packet

in the set may be chosen, packets may be observed out of order; and since the choice may keep

returning None or other packets, a sent packet may never be observed. Thus Net models packet

loss, duplication, and reordering.

Fig. 8 gives the hybrid network specification Net
hyb

. It is parameterized by paxos_sockets, the
set of sockets used for Paxos communication. For sockets outside this set, Net

hyb
uses the same



12 Jaehyung Lee et al.

operational behavior as Net. These sockets therefore remain available to ordinary applications

and clients. For Paxos sockets, Net
hyb

replaces the operational state update by ownership-based

assumptions and guarantees over the socket predicate 𝑠
net↦→ 𝑝𝑘𝑡𝑠 . A send on a Paxos socket assumes

ownership of the current packet set and guarantees ownership of the set extended with the sent

packet. A receive assumes and returns ownership of the same packet set, then nondeterministically

chooses a possible receive result from it. This split is the reason the network specification is hybrid.

Paxos and callback proofs can reason about Paxos sockets using separation-logic ownership, while

unrelated network traffic remains ordinary executable code.

The refinement proof relates Net and Net
hyb

with an invariant that stores the concrete packet

sets for Paxos sockets in the logical socket resources and keeps the concrete and hybrid module

states equal on non-Paxos sockets. For Paxos sockets, the proof opens the logical socket resource,

performs the corresponding concrete network update or read, and re-establishes the resource

required by the guarantee. For non-Paxos sockets, the two modules take the same operational steps.

Fig. 9 defines the final executable network model Net
ub
. After the Paxos-owned sockets have

been abstracted away, the final model no longer needs the ownership assertions in Net
hyb

. On

non-Paxos sockets, Net
ub

behaves like the concrete network, so applications and clients can still

communicate and be tested. On Paxos sockets, Net
ub

executes take(∅), which triggers undefined

behavior and therefore allows arbitrary behavior. Hence the Paxos-socket cases of the refinement

from Net
hyb

to Net
ub

are trivial, while the non-Paxos-socket cases use the same operational steps on

both sides. The undefined behavior is also the executable form of the noninterference assumption

used in the top-level abstraction: after the callbacks have been verified and Paxos has been hidden,

the remaining application and client code must not directly use Paxos-owned sockets.

Memory. The memory refinements follow the hybrid memory construction of CRIS [13], so we

do not repeat the proof details here (see Sec. 7 of the CRIS paper). The concrete memory module

Mem is first replaced by a hybrid memory specification Mem
hyb

. At each allocation, Mem
hyb

lets

the proof choose between the usual ownership assertions and the usual operational model. We

use ownership assertions for memory blocks owned by verified components, and the operational

model for ordinary application code. After Paxos and WOR have been abstracted away, the hybrid

memory specification Mem
hyb

is replaced by Mem
nd
. This final memory model keeps ordinary

reads and writes executable, but makes allocation choose fresh addresses nondeterministically. The

nondeterminism accounts for memory blocks that were present in the implementation but have

disappeared because Paxos/WOR-owned state has been abstracted away.

5 Verification of Applications
This section explains the application-side proof obligations, refinements (4) and (5) in Fig. 6.

These refinements verify the Paxos-facing callbacks supplied by applications and prove that the

application code satisfies the required registration discipline at the points where it interacts with

Paxos or WOR. This requires reasoning about only a small fraction of the application code: the

callback implementations, callback registration calls, and Paxos/WOR interface calls. The rest of

the application is not replaced by an abstract model; after the refinement, it remains executable,

wrapped only with the proof-only conditionsW(Cond,−).

Callback Specification. Fig. 10 shows the callback specification CB
spec

used by the Paxos

proof. The specification hides the concrete packet format and socket operations performed by the

implementation. Instead, it exposes a logical Paxos mailbox resource 𝑛𝑖𝑑
paxos

↦→ 𝑚𝑠𝑔𝑠 , where𝑚𝑠𝑔𝑠 is

the set of Paxos messages currently available for node 𝑛𝑖𝑑 . Here messages are lists of values before

serialization, whereas the packets in §4 are strings sent through the network module.
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def cb_send𝑛𝑖𝑑(dest: N,

buffer: ptr, size: N) ≡
msg ← take(list val);

Assume(⌜len(msg) = size⌝ ∗
buffer

mem↦→𝑛𝑖𝑑 msg);
Y;
msgs ← take(Set (list val));

Assume(dest
paxos↦→ msgs);

Guaran(dest
paxos↦→ msgs ∪ { msg });

Y;
Guaran(buffer

mem↦→𝑛𝑖𝑑 msg);

def cb_recv𝑛𝑖𝑑 (buffer: ptr, size: N) : B ≡
Assume(∃𝑚, ⌜len(𝑚) = size⌝ ∗ buffer

mem↦→𝑛𝑖𝑑 𝑚);
Y;
msgs ← take(Set (list val));

Assume(𝑛𝑖𝑑
paxos↦→ msgs);

Guaran(𝑛𝑖𝑑
paxos↦→ msgs);

Y;
ret ← choose B;

Guaran(∃𝑚, ⌜len(𝑚) = size⌝ ∗ buffer
mem↦→𝑛𝑖𝑑 𝑚 ∗

∃𝑚𝑠𝑔, ⌜(ret = false ∨𝑚𝑠𝑔 ∈ msgs) ∧𝑚 =prefix 𝑚𝑠𝑔⌝);
return ret;

Fig. 10. CBspec: Imaginary specification of callbacks.

The send callback cb_send𝑛𝑖𝑑 (dest, buffer, size) owns the memory block containing the message

to be sent. Its specification reads that message from the buffer, transfers it to the logical mailbox

of dest, and returns the buffer ownership unchanged. A concrete callback implementation may

serialize the message into a packet and send that packet over the network using Net
hyb

, but its

proof must show that this concrete behavior refines the mailbox update in CB
spec

.

The two Y points in the specification are also part of the abstraction. A concrete callback may

yield between every physically atomic command while it serializes the message and sends the

resulting packet. In CB
spec

, however, the segment between the two yields contains no yield point at

which another thread can interfere. Thus the update to the destination mailbox is the callback’s

logically atomic linearization point.

The receive callback cb_recv𝑛𝑖𝑑 (buffer, size) owns the destination buffer and consults the logical

mailbox of node 𝑛𝑖𝑑 . As with cb_send, CB
spec

accesses this mailbox logically atomically between its

twoY points. It may return false, reflecting failure to receive a useful Paxos message. If it returns

true, the buffer must contain a message compatible with some message in the mailbox. A concrete

callback implementation may receive a packet through Net
hyb

and deserialize it into a message,

but its proof must justify the returned buffer contents against the logical mailbox. The relation

𝑚1 =prefix 𝑚2 means that either𝑚1 is a prefix of𝑚2 or𝑚2 is a prefix of𝑚1. This accommodates the

usual fixed-buffer behavior: a message longer than the buffer may be truncated, while a message

shorter than the buffer may occupy only a prefix of the buffer contents.

Application Obligations. Refinements (4) and (5) replace the concrete callbacks on each node

by CB
spec

, but leave the rest of the application in place. On a proposer node 𝑖 , the refinement turns

the concrete application and callbacks intoW(Cond𝑖 ,App𝑖 ) linked with CB
spec

𝑖
. On an acceptor

node 𝑗 , it similarly turns the concrete application and callbacks intoW(Cond𝑗 ,App𝑗 ) linked
with CB

spec

𝑗
. Both refinements involve Mem

hyb
and Net

hyb
, because concrete callbacks manipulate

memory buffers and communicate over the network, serializing and deserializing Paxos messages

as network packets.

Fig. 11 illustrates the proposer-side obligation. The conditions inserted on the right match the

shaded assertions in the WOR specification of Fig. 15. In the WOR specification, WORAbs.init
assumes that the two function pointers resolve to cb_send and cb_recv and that the caller owns

WORUninit(𝑛𝑖𝑑). Thus, immediately before calling init, the wrapped application must guarantee

exactly those facts. Conversely, init guarantees WORInit(𝑛𝑖𝑑) when it returns, so the wrapped

application may assume WORInit(𝑛𝑖𝑑) after the call. The read and write conditions follow the

same pattern: the application guarantees WORInit(𝑛𝑖𝑑) before the call and receives it back after

the call.
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... code1 ...

WOR.init𝑛𝑖𝑑(fptr1, fptr2);

... code2 ...

WOR.write𝑛𝑖𝑑(0,42);

... code3 ...

v ← WOR.read𝑛𝑖𝑑(0);

... code4 ...

⊑ctx

... code1 ...

Guaran(⌜get(genv,fptr1) = cb_send⌝ ∗
⌜get(genv,fptr2) = cb_recv⌝ ∗
WORUninit(𝑛𝑖𝑑));

WOR.init𝑛𝑖𝑑(fptr1, fptr2);

Assume(WORInit(𝑛𝑖𝑑));
... code2 ...

Guaran(WORInit(𝑛𝑖𝑑));
WOR.write𝑛𝑖𝑑(0,42);

Assume(WORInit(𝑛𝑖𝑑));
... code3 ...

Guaran(WORInit(𝑛𝑖𝑑));
v ← WOR.read𝑛𝑖𝑑(0);

Assume(WORInit(𝑛𝑖𝑑));
... code4 ...

Fig. 11. Application verification: implementation App on the left andW(Cond,App) on the right.

These assertions should not be read as conventional pre/postconditions describing the behavior

of WOR. The behavior of WOR is the executable stateful model inside the function bodies of Fig.

15: reads and writes inspect and update the abstract map kvmap and may nondeterministically fail.

The shaded assertions instead state only what the application must provide in order to call the

WOR interface. This separation is deliberate. Since the abstract behavior is written as executable

code rather than as separation-logic pre- and postconditions, the final abstract system can still be

run to test applications.

The simple conditions capture two subtle obligations. First, the application must initialize WOR

with the verified callbacks. Because callbacks are passed through function pointers, the proof must

connect the concrete pointers used by the program to the callback names in CB
spec

. CRIS models

this with a global environment, and the init condition requires get(genv,fptr1) = cb_send and
get(genv,fptr2) = cb_recv. In typical code, these facts are immediate because the application

obtains the pointers by taking the addresses of cb_send and cb_recv.
Second, WOR operations must be globally serialized: across all application threads, there may be

at most one active WOR call at a time. This is not merely a per-node obligation. Since application

code runs concurrently, two threads could try to call WOR at the same time. WORInit(𝑛𝑖𝑑) prevents
this in the proof: it is a non-duplicable resource, and every read or write call takes the resource
at entry and returns it only when the call finishes. Therefore two concurrent calls cannot both

satisfy their pre-call guarantees unless the application explicitly synchronizes them and transfers

this single resource between the callers.

The proof in Fig. 11 is straightforward because all WOR calls in the displayed code are made by

the same thread. At the beginning of the program, the application proof is given WORUninit(𝑛𝑖𝑑).
The identical fragment code1 is advanced on both sides by CRIS’s simulation rule for identical code,

while framing WORUninit(𝑛𝑖𝑑). The proof does not need to analyze the behavior of this fragment.

Even if the fragment contains an application bug such as division by zero, the same code appears

on both sides, so the simulation matches it directly.

The first real proof obligation appears at WOR.init. At this point the proof establishes the pointer
equalities from the way fptr1 and fptr2 were obtained and gives away WORUninit(𝑛𝑖𝑑). The
function call itself is identical on the two sides, so the simulation steps over the call and obtains

WORInit(𝑛𝑖𝑑) from the post-call assumption. The proof then frames WORInit(𝑛𝑖𝑑) through code2,
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def init𝑛𝑖𝑑(send_ptr: ptr, recv_ptr: ptr) ≡
Assume(⌜get(genv,send_ptr) = cb_send ∧ get(genv,recv_ptr) = cb_recv⌝ ∗ ProUninit(𝑛𝑖𝑑))
Y;
Guaran(QuorumMap(𝑛𝑖𝑑, ∅));

def prepare𝑛𝑖𝑑(k : key): quorum_state ≡
qmap ← take (key

fin−−⇀ quorum_state);
Assume(QuorumMap(𝑛𝑖𝑑, qmap));
Y;
ps ← take (Set value × option value);
Assume(PaxosState(k, ps));
Guaran(PaxosState(k, ps));
Y;
q ← choose quorum_state;
Guaran(⌜𝑞 ∈ valid_quorums(ps)⌝ ∗

QuorumMap(𝑛𝑖𝑑, qmap[k ↦→ q]));
return q

;

def commit𝑛𝑖𝑑(k : key, v: value) ≡
qmap ← take (key

fin−−⇀ quorum_state);
Assume(⌜qmap(k) ∈ {AnyC, OnlyC(𝑣)}⌝ ∗

QuorumMap(𝑛𝑖𝑑, qmap));
Y;
ps ← take (Set value × option value);
Assume(PaxosState(k, ps));
Guaran(∃𝑛𝑠, ⌜𝑛𝑠 ∈ next_states(ps,v)⌝ ∗

PaxosState(k, 𝑛𝑠));
Y;
Guaran(QuorumMap(𝑛𝑖𝑑, qmap[k ↦→ ⊥]));

valid_quorums(𝑝𝑠) ≜

{
{ Fail, AnyC } ∪ { OnlyC(𝑣) | 𝑣 ∈ 𝑝𝑠.1 } if 𝑝𝑠.2 = None
{ Fail, OnlyC(𝑣), Cons(𝑣) } if 𝑝𝑠.2 = Some(𝑣)

next_states(𝑝𝑠, 𝑣) ≜ { (𝑝𝑠.1 ∪ {𝑣}, 𝑝𝑠 .2) } ∪ { (𝑝𝑠.1 ∪ {𝑣}, Some(𝑣)) | 𝑝𝑠.2 = None }

Fig. 12. Prospec: Imaginary specification of Proposer module

(1) QuorumMap(𝑛𝑖𝑑 , 𝑞𝑚) ∗ ⌜𝑞𝑚(𝑘) = Cons(𝑣)⌝ ⊢ Consensus(𝑘 , 𝑣)
(2) Consensus(𝑘 , 𝑣) ⊢ Consensus(𝑘 , 𝑣) ∗ Consensus(𝑘 , 𝑣)
(3) Consensus(𝑘 , 𝑣) ∗ Consensus(𝑘 , 𝑣 ′) ⊢ ⌜𝑣 = 𝑣 ′⌝

Fig. 13. Properties about Consensus(𝑘, 𝑣)

gives it away for the write call, receives it back after the call, and repeats the same pattern for

code3 and read.
In our bank example, all WOR calls are made by a dedicated thread, so the ownership of

WORInit(𝑛𝑖𝑑) remains in that thread and the application-side proof is almost entirely routine.

If different threads can call WOR, the proof becomes less direct: the implementation must globally

synchronize those calls, for example with locks, and the refinement proof must use the synchroniza-

tion invariant to pass WORInit(𝑛𝑖𝑑) from one caller to another. This is exactly the discipline that

WOR requires from applications. Once the callbacks are verified and the application establishes the

callback-registration and sequential-call obligations above, the contextual refinement in Fig. 11 has

no further application-specific requirements.

6 Verification of Paxos Library
We first introduce the imaginary specifications Prospec for Proposer (§6.1) andW(CondAcc,Nop)
for Acceptor (§6.2). We then explain the proof architecture: the module-local invariant that connects

the concrete Paxos code to these specifications, and the prophecy/helping refinements used to

linearize commit and prepare.

6.1 Imaginary Specification for Proposer
Fig. 12 presents the imaginary specification for the Proposer module. It has the same public

operations as the implementation, but it hides the Paxos machinery that clients should not have

to reason about: proposal numbers, Acceptor promises, protocol messages, retransmission, and
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quorum collection. Instead, the specification exposes a small abstract state machine described by

two primary resources.

The first resource is the global Paxos state. The assertion PaxosState(k, ps) is the key-indexed
piece of this global resource, where ps has type P(value) × option value. The first component ps.1
records the values that have been submitted to Paxos for key k. The second component ps.2 records
the value for which consensus has been made. Thus ps.2 = None means that consensus has not yet

been made for k, while ps.2 = Some(𝑣) means that consensus has been made on 𝑣 . This is the state

that a client of Paxos sees; the many Acceptor-local states that implement it are hidden behind the

refinement proof.

The second resource is node-local. For each Proposer node 𝑛𝑖𝑑 , QuorumMap(𝑛𝑖𝑑, qmap) records
what that node currently knows from its latest prepare calls. The map qmap is a finite partial map

from keys to abstract quorum states: Fail, AnyC, OnlyC(𝑣), or Cons(𝑣). We write qmap(k) = ⊥
when qmap is undefined at k. This resource is local to the Proposer node, so it can enforce the usual

Paxos discipline without exposing proposal numbers to clients. After initialization, init returns
QuorumMap(𝑛𝑖𝑑, ∅), so qmap is initially undefined for every key. Before owning this resource (i.e.,
without calling init), the node has no authority to call prepare or commit.

The prepare specification is a read of this simplified Paxos state. It takes the node’s current

QuorumMap, atomically reads PaxosState(k, ps) without changing it, and then returns some

quorum state 𝑞 allowed by valid_quorums(ps). If ps.2 = None, prepare may fail, return AnyC to
say that the caller may commit any value, or return OnlyC(𝑣) to say that the caller may commit

only 𝑣 . If ps.2 = Some(𝑣), it may fail, return OnlyC(𝑣), or return Cons(𝑣) to say that consensus

has already been made on 𝑣 . From the caller’s viewpoint, Fail gives no permission to commit,

and Cons(𝑣) means no further commit call is needed for k. After choosing such a result q, the
specification stores it in the node-local map as qmap[k ↦→ q] and returns the result q. The client
therefore reasons only about the returned abstract case, not about which Acceptors responded.

The commit specification is the corresponding update. To call commit𝑛𝑖𝑑 (k, v), the node-local
map must show that the latest usable prepare result for k is either AnyC or OnlyC(v). The first
case permits committing any value because no consensus constraint was observed. The second

case enforces the Paxos rule that, if prepare says only v may be submitted, the following commit

must use that same value. The operation then atomically updates PaxosState(k, ps) to some 𝑛𝑠 ∈
next_states(ps, v). This transition always adds v to the submitted-value set. If no value had

reached consensus, the transition may either leave consensus unset or set it to Some(v); if consensus
was already set, it cannot be changed. Finally, the specification changes qmap so that it is undefined
at k again. Thus qmap(k) = ⊥ happens both initially and after commit uses the prepare result for k.
As in the callback specifications of §5, the absence of a Y inside a resource access expresses

logical atomicity. Here, both prepare and commit access PaxosState(k, ps) without an intervening

Y, so clients observe the read and update of the shared Paxos state as single atomic effects. The

specification also abstracts away the implementation’s finer interleavings: the concrete Paxos code

may yield after each physically atomic instruction, but clients reason about the coarse-grained

effects shown in Fig. 12.

Fig. 13 packages the stable fact exposed by a successful consensus observation. When a node-local

map contains Cons(𝑣) for key 𝑘 , rule (1) derives the helper resource Consensus(𝑘, 𝑣). This helper
is persistent: rule (2) allows it to be duplicated and retained after the local QuorumMap continues

to change. Rule (3) states the client-facing safety property: two persistent consensus facts for the

same key must agree on the value. Thus, once a client has derived Consensus(𝑘, 𝑣), it can treat the

choice of 𝑣 as a permanent fact about key 𝑘 , without knowing how Paxos established it.
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def init𝑛𝑖𝑑(send_ptr, recv_ptr : ptr) ≡
Assume(⌜get(genv,send_ptr) = cb_send⌝ ∗

⌜get(genv,recv_ptr) = cb_recv⌝ ∗
AccUninit(𝑛𝑖𝑑));

Y;
Guaran(AccInit(𝑛𝑖𝑑));

def run_once𝑛𝑖𝑑() ≡
Assume(AccInit(𝑛𝑖𝑑));
Y;
Guaran(AccInit(𝑛𝑖𝑑));

Fig. 14. W(CondAcc,AccNop): Imaginary specification of Acceptor module

6.2 Imaginary Specification for Acceptor
Fig. 14 presents the imaginary specification for the Acceptor module. It is a no-op module, AccNop,

wrapped by the condition CondAcc. The wrapper supplies the shaded logical assertions in the figure;

the executable body itself exposes no Paxos protocol state. CondAcc corresponds exactly to these

shaded logical assertions. As discussed in §3, this condition is proof-only structure and is removed

later by the final cancellation step.

The init specification checks that the supplied callback pointers are the verified send and

receive callbacks, consumes the uninitialized resource AccUninit(𝑛𝑖𝑑), and returns AccInit(𝑛𝑖𝑑).
This records only the public lifecycle fact that Acceptor node 𝑛𝑖𝑑 has been initialized. After that,

run_once simply consumes and returns AccInit(𝑛𝑖𝑑) across one Y. Thus the abstract Acceptor
interface says that an initialized Acceptor may be scheduled, but scheduling it has no direct

client-visible Paxos effect.

This is deliberate. Concrete Acceptor steps receive prepare and commitmessages, update promises

and accepted values, send acknowledgments, and may help linearize a Proposer operation. The

specification hides all of these internal actions. Their only externally useful consequence is that

the Proposer specification remains sound: clients observe Paxos through PaxosState,QuorumMap,
prepare, commit, and the persistent Consensus resource, not by inspecting Acceptor-local state.

6.3 Proof Architecture
We now present the proof architecture of the Paxos verification: a refinement between the con-

crete Proposer and Acceptor modules and their corresponding imaginary specifications, which

corresponds to refinement (6) in the proof outline of Fig. 6:

(CBspec

1
◦Pro1◦Memhyb

1
) ◦· · ·◦ (CBspec

𝑛 ◦Pro𝑛◦Memhyb

𝑛 ) ◦ (CB
spec

𝑛+1 ◦Acc𝑛+1◦Memhyb

𝑛+1 ) ◦· · ·◦ (CB
spec

𝑛+𝑚◦Acc𝑛+𝑚◦Memhyb

𝑛+𝑚 )
⊑ctx (Prospec

1
◦Memhyb

1
) ◦· · ·◦ (Prospec𝑛 ◦Memhyb

𝑛 ) ◦ (W(CondAcc𝑛+1,Nop) ◦Memhyb

𝑛+1 ) ◦· · ·◦ (W(Cond
Acc
𝑛+𝑚,Nop) ◦Memhyb

𝑛+𝑚 )

This refinement builds on the imaginary specifications of the callback functions and the hybrid

specification of the memory module. The Proposer and Acceptor modules run the Multi-Paxos

protocol to reach consensus on a string value for each key. We start from the prepare operation
of the Proposer module. Since the protocol treats different keys independently, the following

discussion fixes an arbitrary key 𝑘 and describes the Paxos instance for that key.

The prepare operation. The prepare operation is the phase in which a Proposer prepares for a

subsequent commit operation. The Proposer sends a prepare request to all Acceptors to ask whether
it may commit a value for key 𝑘 . It then collects the Acceptor responses and chooses its next action

from their summary.

The resulting choices are as follows. If it fails to receive responses from a quorum, i.e., from more

than half of the Acceptors, it returns the network-failure result Fail. If the responses show that a

value 𝑣 ′ has already reached consensus, then it returns the consensus value Cons(𝑣 ′) to the client.

If no Acceptor in the quorum has accepted a value, it returns AnyC. Finally, if some Acceptors in the

quorum have accepted values but no consensus exists, the Proposer chooses the value 𝑣 determined

by the Paxos ordering among those accepted values and returns OnlyC(𝑣).
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The imaginary specification for this implementation is the prepare operation of Fig. 12, which

atomically reads PaxosState(𝑘, 𝑝𝑠) without changing it. Specifically, for the chosen quorum sum-

mary 𝑞, prepare guarantees ⌜𝑞 ∈ valid_quorums(𝑝𝑠)⌝, which implies two important properties.

First, if 𝑝𝑠.2 is Some(𝑣), then prepare cannot return AnyC, nor can it return OnlyC(𝑣 ′) or Cons(𝑣 ′)
for any value 𝑣 ′ ≠ 𝑣 . Second, if 𝑝𝑠.2 is None, then prepare does not return consensus (i.e., Cons(_)).

The proof of prepare. The refinement proof for prepare is carried out as a local CRIS simulation

between the prepare implementation and the imaginary specification above.Within this simulation,

the most important obligation is to identify the atomic point at which the source-side round trip,

consisting of Assume(PaxosState(k, ps)) followed immediately by Guaran(PaxosState(k, ps)),
should happen. The reason is that the Proposer request and the corresponding Acceptor responses

take multiple, non-atomic implementation steps, while the source-side round trip must occur

atomically.

A natural candidate atomic point is when the Proposer collects all responses from the Acceptors

via the callbacks. After observing all the responses, the proof knows the exact summary of the

quorum. Although this works in some cases, it does not work in general. Specifically, this late atomic

point can justify the quorum summary Cons(𝑣). However, it does not justify AnyC or OnlyC(𝑣) in
general: at that point, PaxosState may already record consensus on a different value 𝑣 ′.

The opposite choice is to take the beginning of prepare as the atomic point. This can justify AnyC,
because observing the quorum summary AnyC at the end of prepare implies that no consensus

had been made at the beginning. However, this point is too early in general: it does not justify the

quorum summaries OnlyC(𝑣) or Cons(𝑣), because at the beginning of prepare the value 𝑣 may not

have been submitted yet.

Indeed, no single fixed point handles all cases. Instead, the proof chooses the atomic point by

case analysis on the quorum summary that preparewill eventually return. The remaining question

is where to place the atomic point for OnlyC(𝑣). Its position depends on when 𝑣 becomes submitted

relative to the execution of prepare. If 𝑣 has already been submitted (i.e., 𝑣 ∈ 𝑝𝑠.1) before prepare
starts, the atomic point can be the beginning of the method. Otherwise, the source-side round trip

can be placed at the point where 𝑣 is first accepted by an Acceptor.

Prophecy and Helping. The discussion above assumes that the proof can branch on the quorum

summary that prepare will eventually return. However, this information is not available to the

local simulation in advance: at the beginning of prepare, the simulation does not yet know which

quorum summary the implementation will observe.

To address this, we use prophecy variables, which provide proof-only information about the

future. They let the proof first perform a case analysis over predicted future behaviors and then

continue the simulation separately for each prediction. For a given predicted future, the proof

only needs to consider executions that resolve the prophecy consistently; executions inconsistent

with the prediction are ruled out. For technical convenience, instead of merely predicting the final

quorum summary directly, it predicts the sequence of prepare and commit requests processed

by Acceptors, from which the proof can determine the future quorum summary returned by any

prepare call. See ConCRIS [29] for how prophecy variables are supported.

Given each predicted future, the simulation can proceed as discussed above. If the prediction is

AnyC, the proof performs the source-side round trip at the beginning of prepare. If the prediction
is Cons(𝑣), the proof can instead wait until the end of prepare and perform the round trip there.

However, the OnlyC(𝑣) case exposes another problem. As discussed above, if 𝑣 ∈ 𝑝𝑠.1 at the

beginning, the proof can perform the round trip immediately. Otherwise, the round trip must be

performed when 𝑣 is first accepted by an Acceptor. The predicted future tells the proof exactly

when this happens. The remaining issue is spatial rather than temporal: the right point occurs while
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an Acceptor has control, not while the Proposer running prepare has control. In other words, the

round trip must be performed during the Acceptor’s simulation proof rather than the Proposer’s.

We address this problem using ConCRIS’s support for helping. Helping allows source-side code

for one node or thread, i.e., specification-side code, to be executed during another node or thread’s

execution. In the tricky case above, the Proposer-side proof registers the round trip as a helping job,

and the first Acceptor that accepts 𝑣 completes that job at its own control point. Together, prophecy

and helping let the simulation follow the case-analysis strategy above. See ConCRIS [29] for how

helping is supported.

The proofs of commit and run_once. The proof of commit(𝑘, 𝑣) is simpler. The atomic update

of PaxosState can always be placed at the beginning of the method. Given a predicted future, the

proof performs a case analysis. If the commit request issued by this commit is the one that eventually
establishes consensus, the proof updates PaxosState to record consensus on 𝑣 . Otherwise, it only

adds 𝑣 to the submitted-value component of PaxosState.
For run_once, the key point is how the helping job described above is realized. When a prepare

is prophesied to return OnlyC(𝑣), the proof may leave a pending help obligation for the Acceptor

that will accept 𝑣 . The proof of run_once discharges this obligation immediately after that Acceptor

accepts 𝑣 . Since the body of run_once’s imaginary specification in Fig. 14 is Nop, run_once itself
does not need an atomic point for its own specification.

7 WOR Verification
This section explains the last library abstraction in the proof: the distributed write-once register

(WOR) implementation is replaced by a single logically atomic storage service. The implementation

uses the Proposer imaginary specification from §6; the abstraction hides the Paxos messages,

Acceptor state, callback scheduling, and Paxos-specific network nondeterminism that were needed

to implement WOR.

7.1 Specification of WORAbs

Fig. 15 gives the abstract WOR model. Its only mutable state is the module-local location kvmap.
While this location is local to the abstract WOR module, the module itself is globally shared: a write

performed through one node updates the same store that any later read or write from any node

consults.

For each key, kvmap stores either inl 𝑆 or inr 𝑣 . The state inl 𝑆 means that no value has been

fixed yet, and 𝑆 is the finite set of values that have been submitted for this key. The state inr 𝑣
means that the write-once value has been fixed to 𝑣 ; after this point, the abstract model never

changes the value for this key again. Initially, every key maps to inl ∅.
The operation init𝑛𝑖𝑑 checks the callback pointers and turns WORUninit(𝑛𝑖𝑑) into

WORInit(𝑛𝑖𝑑); it does not modify kvmap. The tokenWORInit(𝑛𝑖𝑑) is then required by both stor-

age operations and returned afterwards. A read may fail nondeterministically and return Failed.
Otherwise, it reads kvmap: inl 𝑆 gives NoValue, and inr 𝑣 gives Value(𝑣).

A write has no return value. It may also fail nondeterministically, leaving kvmap unchanged. If it

runs while kvmap(𝑘) = inl 𝑆 , it first records the submitted value by forming 𝑆 ′ = 𝑆 ∪ {𝑣}. It then
either keeps the key pending as inl 𝑆 ′ or chooses one value from 𝑆 ′ and fixes the key as inr 𝑥 . If
the key is already fixed, the write leaves it unchanged.

These nondeterministic failures summarize failures of the underlying Paxos execution. In par-

ticular, a Proposer’s prepare call may fail to receive enough responses from Acceptors to form a

quorum; the abstract model exposes such a failed attempt as Failed for a read, or as a write that

leaves kvmap unchanged.
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var kvmap: key → ((Set value) + value) := 𝜆 _ , inl ∅
def init𝑛𝑖𝑑(send_ptr: ptr, recv_ptr: ptr) ≡

Assume(⌜get(genv,send_ptr) = cb_send ∧ get(genv,recv_ptr) = cb_recv⌝ ∗ WORUninit(𝑛𝑖𝑑));
Y;
Guaran(WORInit(𝑛𝑖𝑑));

def read𝑛𝑖𝑑(k: key): result ≡
Assume(WORInit(𝑛𝑖𝑑));
Y;
if choose B then ret ← Failed;
else match kvmap(k) with

| inl _ => ret ← NoValue;
| inr v => ret ← Value(v); end;

Y;
Guaran(WORInit(𝑛𝑖𝑑));
return ret;

def write𝑛𝑖𝑑(k: key, v: value) ≡
Assume(WORInit(𝑛𝑖𝑑));
Y;
if choose B then skip;
else match kvmap(k) with

| inl S =>
S' ← S ∪ {v};
e ← choose {inl S'} ∪ {inr 𝑥 | 𝑥 ∈ S'};
kvmap := kvmap[k ↦→ e];

| inr _ => skip; end;
Y;
Guaran(WORInit(𝑛𝑖𝑑));

Fig. 15. W(CondWOR,WORAbs): Atomic WOR model.

def init𝑛𝑖𝑑(send_ptr: ptr, recv_ptr: ptr) ≡ Pro𝑛𝑖𝑑.init𝑛𝑖𝑑(send_ptr, recv_ptr);
def read𝑛𝑖𝑑(k: key): result ≡

repeat num_try {
q ← Pro𝑛𝑖𝑑.prepare𝑛𝑖𝑑(k);
match q with
| Fail => skip
| AnyC => return NoValue
| OnlyC(_) => skip
| Cons(v) => return Value(v)
end;

}
return Failed;

def write𝑛𝑖𝑑(k: key, v: value) ≡
repeat num_try {

q ← Pro𝑛𝑖𝑑.prepare𝑛𝑖𝑑(k);
match q with
| Fail => skip
| AnyC => Pro𝑛𝑖𝑑.commit𝑛𝑖𝑑(k, v); return
| OnlyC(v') => Pro𝑛𝑖𝑑.commit𝑛𝑖𝑑(k, v'); return
| Cons(_) => return
end;

}

Fig. 16. Distributed WOR implementation.

This specification is logically atomic in the sense used throughout CRIS. The only Y points

in read and write surround the access to kvmap; there is no yield while the operation reads the

shared location or performs the write-once update. Consequently, each abstract storage operation

has a single linearization point, even though the concrete WOR implementation may yield across

many Paxos steps and retries.

Finally, the shaded assertions in Fig. 15 are the logical conditions carried byW(CondWOR,−),
not part of the executable model. They serve as the separation-logic pre- and postconditions of

the WOR interface, and they match the conditions inserted around application calls in Fig. 11. For

example, before calling init, the wrapped application guarantees the callback-pointer facts and

WORUninit(𝑛𝑖𝑑); the abstract WOR module assumes the same assertion at the entry of init. Such
adjacent guarantee/assumption pairs are proof-only artifacts. The cancellation theorem discussed

in §3 removes all such matched pairs automatically, so after the final cancellation step the shaded

assertions disappear and the remaining WOR model is executable.

7.2 Implementation of WOR
The concrete WOR layer is a thin wrapper around the node-local Proposer interface verified in §6.

There is one WOR module at each Proposer node, and Fig. 16 shows all three exported functions.

The initialization function init𝑛𝑖𝑑 simply forwards the callback pointers to Pro𝑛𝑖𝑑.init𝑛𝑖𝑑 . Thus
WOR performs no additional initialization logic of its own; it relies on Proposer initialization to
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IWOR (kvmap : key→ ((Set value) + value)) () ≜ ∃ psmap : key→ (Set value × option value),
∀𝑘, PaxosState(𝑘, psmap(𝑘)) ∗ ⌜(∃ 𝑆, kvmap(𝑘) = inl(𝑆) ∧ psmap(𝑘) = (𝑆,None)) ∨

(∃ 𝑣 𝑆, kvmap(𝑘) = inr(𝑣) ∧ psmap(𝑘) = (𝑆, Some(𝑣)))⌝

Fig. 17. Module-local invariant for the WOR abstraction proof.

install the callbacks and create the Proposer-side resources needed by later storage operations. The

storage operations do not manipulate Paxos messages or Acceptor state directly. They interact with

Paxos only through Pro𝑛𝑖𝑑.prepare𝑛𝑖𝑑 and Pro𝑛𝑖𝑑.commit𝑛𝑖𝑑 .
The read and write operations both run bounded retry loops, with at most num_try attempts.

The bound is an implementation parameter that makes the executable code total; it is not part of the

abstract storage state. If read does not reach a Paxos observation that it can return, it returns Failed.
If write sees only failed prepare attempts, it returns without issuing a commit, which corresponds

to a failed abstract write.

The read operation uses prepare as a read-only observation of the Paxos state for key 𝑘 . If

prepare returns Fail, the implementation has not obtained a usable quorum result and retries. If

it returns AnyC, the Proposer has received a quorum of responses saying that no value has been

submitted, so WOR can return NoValue. If it returns OnlyC(𝑣), the Proposer has learned that the

consensus process has already seen the submitted value 𝑣 but has not yet produced a stable WOR

read result, so the implementation retries. Finally, Cons(𝑣) means that consensus has been made

on 𝑣 , so the read returns Value(𝑣).
The write operation follows the same prepare-first discipline. If prepare returns Fail, it retries. If

it returns AnyC, the writer is free to submit its requested value 𝑣 , so it calls Pro𝑛𝑖𝑑.commit𝑛𝑖𝑑 (𝑘, 𝑣)
and returns. If it returns OnlyC(𝑣 ′), Paxos requires the next commit to preserve the value observed

during prepare, so the WOR implementation commits 𝑣 ′ rather than the caller’s requested value 𝑣

and returns. If prepare returns Cons(_), the key is already fixed, so there is nothing left for this

write to do.

7.3 Proofs for Atomic Abstraction
The result is the contextual refinement (7) in Fig. 6:

(Prospec
1
◦WOR1) ◦ · · · ◦ (Prospec𝑛 ◦WOR𝑛) ⊑ctxW(CondWOR,WORabs).

Here the left-hand side contains one WOR module at each Proposer node, while the right-hand

side contains one shared atomic storage service.

ConCRIS lets a module refinement carry a simulation invariant relating the module-local states

of the source and target programs. In this proof, the source state is the abstract WOR store kvmap,
while the target side has no WOR-local state: neither the WOR implementation nor the Proposer

specification carries such state. Thus the target local state is unit. Fig. 17 gives the invariant used

for this simulation. It existentially chooses a Paxos state map psmap and owns the corresponding

Proposer resource PaxosState(𝑘, psmap(𝑘)) for every key 𝑘 . The pure side condition is the coupling
betweenWOR and Paxos. If kvmap(𝑘) = inl 𝑆 , then Paxos has no consensus for 𝑘 and its submitted-

value set is exactly 𝑆 . If kvmap(𝑘) = inr 𝑣 , then Paxos has consensus on 𝑣 ; the submitted-value set

is no longer visible at the WOR level, so the invariant only records that it is some set 𝑆 .

The useful feature of this setup is that the Proposer has already been replaced by its imaginary

specification from Fig. 12. Thus, while proving theWOR refinement, calls to Pro𝑛𝑖𝑑.prepare𝑛𝑖𝑑 and

Pro𝑛𝑖𝑑.commit𝑛𝑖𝑑 can be inlined to their imaginary specifications on the target side and processed

as ordinary code.
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The proof of init is simple. The target calls the Proposer’s specification for init from Fig. 12,

which is inlined. The source and target then expose the same assume and guarantee assertions, so

the simulation between them is immediate. Neither side touches the shared storage state related by

IWOR.

For write, the proof synchronizes the atomic update to PaxosState in the inlined commit speci-

fication with the atomic update to kvmap in the write function of WOR
Abs

. The loop first executes

prepare. Failed prepares are matched by target-side retry steps, and if every attempt fails, the

source write takes the nondeterministic failure branch of WOR
Abs

. If prepare returns Cons(_), the
implementation returns without committing; by the invariant the key is already fixed in kvmap, so
the source write can take the no-op fixed-key branch in sync.

The remaining cases are the branches that call Pro𝑛𝑖𝑑.commit𝑛𝑖𝑑 . When the inlined Proposer

specification atomically updates PaxosState(𝑘, 𝑝𝑠) to some 𝑛𝑠 ∈ next_states(𝑝𝑠,𝑤), where𝑤 is

the value actually passed to commit, the proof opens IWOR and performs the corresponding atomic

update to kvmap on the source side. If the Paxos update only changes the submitted-value set,

the source takes the matching pending update allowed by WOR
Abs

. If the Paxos update records

consensus on a value, the source chooses the matching fixed value inWOR
Abs

. Because the invariant

equates pending WOR sets with Paxos submitted-value sets and equates fixed WOR values with

Paxos consensus values, the same invariant is restored after both atomic updates.

The proof of read needs prophecy reasoning. The atomic point should be the atomic read of

PaxosState performed by the inlined prepare specification. However, read runs this prepare inside
a bounded retry loop. The source-side atomic read of kvmap should be performed only at the prepare

call that will make the WOR read return NoValue or Value(𝑣). This is where we need prophecy:

we need to predict at which iteration the prepare result will cause the read to return NoValue or
Value(𝑣).

Specifically, the prophecy predicts how many loop iterations will execute before the successful

prepare, or predicts that all attempts will fail to produce a returnable result. With this prediction, the

proof knows which prepare call, if any, should be linearized as the single abstract read of WOR
Abs

.

All earlier iterations are simulated as target-side retries: they may observe Fail or OnlyC(_), but
they do not perform the source read of kvmap. If the prophecy says that no iteration succeeds, the

source takes the failing branch of the abstract read and the target loop eventually returns Failed.
At the predicted successful iteration, the proof opens IWOR exactly when the inlined prepare

reads PaxosState(𝑘, 𝑝𝑠). The invariant exposes the matching source state kvmap(𝑘). At this point,
the Paxos state alone does not determine the final prepare result: for example, when 𝑝𝑠.2 = Some(𝑣),
the Proposer may return either OnlyC(𝑣), causingWOR to retry, or Cons(𝑣), causingWOR to return

Value(𝑣). The prophecy resolves this uncertainty by selecting an iteration whose prepare result is

returnable. At the predicted returnable iteration, the prepare result can only be AnyC or Cons(𝑣).
If the return value from prepare is AnyC, then 𝑞 ∈ valid_quorums(𝑝𝑠) implies 𝑝𝑠.2 = None,
so the invariant gives kvmap(𝑘) = inl 𝑆 and the source read can return NoValue. If the return
value is Cons(𝑣), then 𝑞 ∈ valid_quorums(𝑝𝑠) implies 𝑝𝑠.2 = Some(𝑣), and the invariant gives

kvmap(𝑘) = inr 𝑣 . Therefore the source read can return Value(𝑣).
Consequently, every behavior of the WOR implementation linked with the Proposer imaginary

specification on all Proposer nodes is matched by the single global, logically atomic WOR model.

This final abstraction is what lets applications interact with WOR as one shared atomic store, while

the refinement accounts for the retry loops and Paxos-level interleavings hidden below.
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8 Testing Applications
This section describes our bank application and the two executable testing targets derived from the

refinement diagram: the top-level abstract model and the bottom-level implementation. We run the

same randomized tests on both and compare how quickly they expose application-level bugs.

Bank Application. Our test application is a replicated bank service built using a general state-

machine replication (SMR) library. The SMR library is implemented on top of WOR, using version

numbers as WOR keys and deterministic state-transition operations as WOR values. Each SMR node

maintains a local version number and the machine state at that version. To perform a requested

operation, the node first catches up: it looks up later versions through WOR, one by one, and

applies the stored operation at each version to its local state in order. It then tries to store its own

transition operation at the next version. If the store fails because another operation has already

been stored there, the node catches up again and repeats this process until its operation is stored

at the next available version. In this way, all SMR nodes synchronize through the same globally

sequenced operations. The bank application instantiates the SMR library with bank commands,

deposit, withdraw, transfer, and balance, as the transition operations, and with a balance map

recording each user’s balance as the machine state.

At each proposer node, the bank application runs two threads. One thread receives requests from

clients on different nodes through the network, parses the requests, and appends them to a bounded

ring buffer in shared memory. The other thread removes requests from this list and processes

them using the SMR library. Since this second thread is the only thread that calls into SMR, all

underlying WOR operations are issued from one dedicated thread. This matches the simple case in

§5: the ownership needed for WOR calls remains in that thread and can be framed across ordinary

application code. In our experiment, these routine application-side proof obligations were almost

fully automated with agentic AI, Codex 5.5; the auto-generated Rocq proof scripts are checked by

the proof checker.

Extraction to Executables. Both endpoints of the refinement diagram in Fig. 6 are executable.

The bottom row gives the implementation program: after linking the applications, clients, scheduler,

concrete Paxos/WOR stack, physical network model, and deterministic memory, we obtain a

closed CRIS module whose behavior is represented by a single interaction tree. The top row

gives the abstract model. It uses the same bank and client code, but replaces the verified storage

stack withWORAbs
, nondeterministic memory, and a masked network that leaves Paxos-owned

communication abstracted away. This linked abstract CRIS module also gives an interaction tree.

We extract both interaction trees to OCaml with external handlers for the choose events and

all I/O events. Specifically, for each choose(𝑋 ) we choose a random value from the uniform

distribution on 𝑋 . For input events, the handler provides randomly generated inputs; for output

events, it prints the output values.

Test Setup. We use five bank servers, one for each of the five proposer nodes; five acceptor

nodes; and five clients. Each client sends 100 randomly generated requests to randomly selected

bank sockets. Each request selects one of deposit, withdraw, transfer, and balance with equal

probability. Users are selected uniformly from four account names, and amounts are chosen

uniformly between 0 and 1000.

Checked Properties. We test two application properties. The first is a simple balance safety

property: every user’s balance must remain nonnegative. If a negative balance is reached, the

check raises an exception. To exercise this property, we deliberately changed both withdraw and
transfer so that they do not check whether the current balance is sufficient.
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The second property is subtler: every request received by an application should be handled

exactly once, in receive order. The test records, for each application, the unique IDs of received

requests and processed requests, both in order. It then checks that the processed-ID sequence is a

prefix of the received-ID sequence; if the check fails, it raises an exception. To exercise this property,

we deliberately inserted a bug into the ring-buffer insertion code: an incorrect full-buffer check

makes both the empty and full states have the same condition, namely head = tail. As a result, a
full buffer is interpreted as empty, and requests already in the buffer can be lost.

Results. We measure wall-clock time to detect a bug, with a timeout when no bug is found. The

results show a large gap between testing the abstract model and testing the full implementation.

For the negative-balance bug, we ran the abstract model 10 times, and every run found a negative

balance within 0.2 seconds. The full implementation timed out after 10 minutes without finding

the bug.

For the ring-buffer bug, we varied the buffer size and ran the abstract model 10 times for each

size. With buffer sizes 2 and 5, every run found the bug within 0.1 seconds. With buffer size 16,

every run found the bug within 0.2 seconds. By contrast, a full-implementation run with buffer

size 2 timed out after 10 minutes without finding the bug.

The difference is expected from the refinement. The abstract target still runs the same application

and client code, but it replaces the Paxos/WOR internals by a single atomic WOR object. Testing

the full implementation must additionally explore network nondeterminism and races for Paxos

consensus. In our network model, a receive can return any old packet still present at the socket, so

old Paxos messages remain available and greatly enlarge the search space. This nondeterminism

can prevent randomized testing from quickly reaching bug-exposing application states; in model

checking, the same nondeterminism becomes explicit branching and can cause state-space explosion.

The abstract model removes that internal Paxos nondeterminism while preserving application

behavior. As a result, randomized testing exposes the injected application-level bugs much faster,

and model checking starts from a much smaller application-level search space.

9 Related Work and Conclusion
End-to-end verified distributed systems. A large body of work verifies distributed systems

with a variety of methodologies. However, these efforts share the methodological premise discussed

in §1, namely that every component inside the verified system is brought into a single proof

framework. We are not aware of prior work whose end result is an executable top-level abstraction
that arbitrary, unverified application code can be linked with and tested against, which is the goal

of hybrid verification.

IronFleet [7] models distributed systems as network-based state machines and uses Dafny [18] to

prove functional correctness, linearizability, and liveness for the Paxos-based IronRSL. Its guarantees

apply to the whole verified system, since applications built on IronRSL are part of the Dafny

development rather than external concrete code. WormSpace [23] offers a unified WOR-style

interface for constructing certified distributed applications in Rocq [3]. This design directly inspires

our own WOR layer and top-level model. WormSpace links verified and unverified code at the

implementation level and shows that the combination remains practical, but the unverified side

receives no formal artifact. Its correctness assumptions about the verified interface are not captured

by a theorem. Our refinement, in contrast, makes the interaction discipline of callback registration,

WOR call serialization, and socket noninterference an explicit and checkable condition. Verdi [27]

lets users write applications against idealized network semantics and transfers their proofs to

unreliable networks via verified system transformers, demonstrated on Raft [28]. The application,
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however, must itself be written and verified inside Verdi. The transformers relate proof-level models

rather than yielding an executable abstraction for external code.

Compositional protocol verification. Disel [21] provides non-atomic, network-based

separation-logic semantics for distributed protocols, supporting horizontal composition of verified

modules within one logic. Bythos [30] extends this compositional line to Byzantine settings. It de-

rives both safety and liveness of composite BFT protocols from the properties of their sub-protocols

in Coq and extracts executable reference implementations. The extracted code is linked against

an unverified network shim, but the shim is trusted rather than constrained. The assumptions

that the verified protocol places on its unverified environment remain informal. Our refinement

instead turns the analogous assumptions about callback behavior, registration discipline, and socket

noninterference into formally discharged conditions.

Protocol logics and distributed separation logics. Among automated approaches, Ivy [19]

combines state-based modeling with SMT-based reasoning and has verified advanced protocol

features such as reconfiguration. Ivy targets protocol models rather than executable service stacks,

so the question of surrounding unverified application code does not arise. Aneris [14] is a higher-

order distributed separation logic built on Iris supporting modular node-local and thread-local

reasoning. Gondelman et al. [4] use it to verify an eventually consistent key-value store. Grove [22]

extends Iris and Perennial [2] to verify realistic Go-based distributed systems, including the GroveKV

store and its clients. Trillium [25] extends Aneris to intensional refinement between programs

and abstract transition-system models and proves that an implementation of single-decree Paxos

refines its TLA
+
specification. Its refinement, however, runs in the opposite direction from ours.

Trillium replaces a program by a mathematical model in order to transport trace properties from

the model to the program, and the surrounding code must still be verified inside the logic, whereas

we replace a verified stack by an executable abstraction so that surrounding unverified code can be

run and tested against it. More broadly, the specifications of these logics are proof-level objects, in

that a client benefits from a verified component only by carrying out its own proof in the same

logic. Our hybrid imaginary specifications instead provide ownership reasoning where the proof

needs it and an executable operational model everywhere else, so unverified applications remain

testable concrete code.

Atomic-object abstractions of consensus. ADO [8] and its successors [9, 10, 20] give a unified

atomic-object model expressing a family of consensus protocols, with strong support for optimiza-

tion and reuse of verified building blocks. The ADO model is close in spirit to our atomic WOR
abs

abstraction. Both replace distributed consensus by a centralized atomic object. The difference is the

intended consumer. ADO’s model is a proof component for clients verified in the same framework,

while our abstraction is an executable program proved, by conditional contextual refinement, to be

a faithful replacement for the implementation under arbitrary concrete applications.

Verification frameworks. Several modular verification frameworks built on interactive theorem

provers have been proposed [1, 6, 11, 13, 24]. Among these, CRIS serves as our foundation because

its imaginary specifications can mix executable code with ownership assertions, which is exactly

what hybrid verification requires. The same specification provides separation-logic reasoning

principles during the proof and remains executable in the final model. Our methodology is not

strictly tied to CRIS and should apply to any framework with comparable expressiveness.

CCAL [6] is well known for its refinement-based methodology and has demonstrated strong

practical utility across major verification efforts [5, 12, 16, 17, 23]. Its contextual refinements are

unconditional, so a verified layer cannot state assumptions on its context. The shared-resource

dependencies of our setting, such as application-supplied callbacks, shared memory buffers, and
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Paxos sockets, fall outside what its layer interfaces express. VST [1] and Iris [11] provide powerful

separation-logic reasoning, but their specifications are not executable, so they do not by themselves

produce the testing target that hybrid verification aims for. CCR [24] and CRIS [13] add the

conditional refinement and imaginary specifications that close this gap, and our work scales them

to a distributed consensus stack.

Conclusion. This paper presents the first hybrid verification of a realistic consensus-based

distributed service. A Multi-Paxos-based write-once key-value store, verified together with its

application-supplied callbacks and registration discipline, is replaced by an executable centralized

atomic abstraction while arbitrary application and client code remains concrete. The refinement

adapts prophecy and helping reasoning to the hybrid setting and yields an abstraction that is

demonstrably a better testing target than the implementation: in our bank application experi-

ments, the abstraction exposes the injected bugs within 0.2 seconds, while the corresponding

full-implementation tests time out. This work shows that formal verification can scale to realistic

distributed systems in which verified and unverified components coexist and share resources.
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